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0.4Abstract

This deliverable contains a report on the current 10T platforms market. It begins with an
introduction to the IoT platforms and their main architectural characteristics, as well as an
overview of the European IoT market. In the second part of the deliverable, a review of
the state-of-the-art 0T platforms currently available is presented, categorized base on the
IoT architecture layers. In the third part of the deliverable, the five 10T platforms used in
ACTIVAGE are described in detail. The final part contains a list of the reusable assets of
the ACTIVAGE loT platforms.

31Report on 10T RPlada@3all ACTIVAGE CC



ACKP\/AGE

H2020-107T-2016-732673

0.5Scope

To deliver the overall picture of the 10T platform market, present the current state-of-the-
art in loT platforms and select the leading ones to be used in the ACTIVAGE project, with
the goal to build a secure and flexible interoperability layer.
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1Executive Summary

This deliverable contains a report on the most popular currently available Internet of Things
(IoT) platforms and their characteristics. After an introduction to the concepts and the
potential of Internet of Things, an overview of the main characteristics of 10T platforms is
presented. Details about the loT platforms architectures and main functionalities are
provided, followed by an overview of the European loT platform market. After these
introductory sections, a review of the state-of-the-art |0T platforms is provided. The
presented IoT platforms are categorized based on the 10T architecture layers they focus on.
Based on this review, the loT platforms used in the ACTIVAGE project are selected and
presented in detail.
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2Introduction

As the world of machine-to-machine (M2M) communication is moving from vertical, single
purpose solutions to multi-purpose and collaborative applications, the Internet of Things
(IoT) transforms businesses, economies and society.

Internet of Things has been identified as one of the emerging technologies in IT as noted in
Gartner 6s | TFigutg p.eA HEpe CYycle is @ way to represent the emergence,
adoption, maturity, and impact on applications of specific technologies. It has been
forecasted that l oT is current]!l andiawill taker % 10A p e a k
years for market adoption. The innovative technology of 10T creates a new industrial era by
reforming the relations between products and services as well as between industrial sectors.
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Figure 1. Gartner 2016 Hype Cycle of emerging technologies.

Describing the market size and the growth covered by loT platforms worldwide, they reached
$298M in 2015 with an estimated compound annual growth rate CAGR of 33%, making loT
platforms one of the fastest growing segments, even within the 10T market and forecast to
become a $1.6B opportunity by 2021. The depiction of the loT market growth is represented
in Figure 2. The market analysis was conducted by IoT Analytics and was released in
January 2016.

Increasingly complex lIoT solutions require more advanced communication systems placing
IoT platforms as the principal element in the overall 10T infrastructure. To date, 10T platforms
are one of the fastest growing technology markets in the world.

Internet-of-Things (I0T) platform is a set of functionalities built within complex ecosystem that
enables connection to machines, devices, software and people. The platform forms a solid
architecture to build 10T applications.
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Overall 10T Platform market

loT Platform market size in SM

1,800

1 NH
1,600 g
1,400 """ 1,331
1,200 CAGR
1,043
1,000
7(1

800

600

400 298

200

2015 2016 201 8 2019 2020 2021

Figure 2. 10T platform market size forecast 20157 2021.

According to the Internet of Things (IoT) Platform Market Report 2017-2022, there are more
than 360 platforms on the market developed for the purpose of supporting and enabling loT
solutions but the 8 leading companies are listing bellow:

y

A RRAYENT
Amazon Web Services (AWS) loT/2lemetry Arrayent Inc
g | ¥ ¥ ¥
o = @ Predlxm‘—

g W\EIT From GE. To Everyone. e
e o S UK SN

GE Predix
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webservices™
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IBM Watson loT

#WatsonloT I

IBM Watson loT

PLC

PTC Inc Red Hat Inc

31Report on 10T RPlada@3all ACTIVAGE CC



ACKP\/AGE

H2020-107T-2016-732673

2.PPurpose and structure

This report aims on describe the current state of market for the IoT platforms and evaluate
the platforms that will be used within ACTIVAGE. The deliverable focuses on the core
features while additionally it elaborates further the European market of the IoT platforms
based on their technologies. More specifically, it discusses the following regarding loT
platforms:

A functional characteristics
main features
layers and categorization

A
A
A deep analysis of the leaders
A

successful and reusable assets

The report is structured in four main parts. The first part is related to the basement loT
platform analysis. It discusses the main characteristics of the platforms focusing on their
Levels of Architecture. Additionally, software and hardware associated to their operation are
categorized based on the Architecture Levels and the most significant are represented.

The second part is describing the categorization types of the 10T platforms and architecture
layer categorization is selected to be implemented in the current list of the 10T platforms.
Through their comparison a holistic overview of their orientation is committed and the leader
platforms are selected for further analysis

The platforms that are identified as the most significant based on their multilayer
categorization, and will be used in ACTIVAGE, are forming the third part. The platform
description, the platform mapping to the ACTIVAGE loT Ecosystem Suite and issues
regarding openness and maturity are the main features discussed for each platform.

The goal of this analysis and evaluation is to recognize the reusable assets of each
ACTIVAGE platform. The final part of the deliverable is related to these reusable assets.
Assets are parts of the platform development life cycle and include algorithms, software
components, test suites, designs and documentation that can be reused almost unchanged
to other platforms. Identifying and utilizing the reusable assets of each IoT platform will
assist in the implementation of the ACTIVAGE components of WP3-5.

2.Zarget Audience

The target audience of the deliverable is divided into different categories related with the
evolution of loT platforms. The different stakeholders could be government bodies and
institutions, companies that create associated software and hardware, companies and start-
ups that develop 10T platforms, other loT European Platform Initiative projects, the European
Commission and end-users that want to use IoT platforms.

Regarding the deliverable content aims to inform all the aforementioned stakeholders about

the current mar ket st at e aAdditionally suggksts The mdrkatt f or ms &
leaders and analyses in depth the technical characteristics of their functionality supporting

their implementation by the different audience category.

More specifically, concerning the companies, start-ups and end-users that wish to develop or
implement an IoT platform, this deliverable could efficiently guide them into a case-suitable
selection. The document describes the general market tendency and creates a platform
benchmarking. Leader platforms are analysed by defining the devices and applications
involved the cloud technology and the software for data management and analysis.
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To loT European Platform Initiative projects and European Commission, the deliverable offer
a survey of the currently popular loT platforms and presents the innovative technologies
correlated to market leaders, current patterns and trends and existing gaps. Through the
survey they can rethink and improve their strategy to conform to current technology and
market standards.
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The idea of an Internet-of-Things (IoT) platform is to provide the intelligent environment that
interconnects the physical world with the digital world. Rephrasing, 10T platform (loT
middleware) is an integrated physical/virtual entity system that enables the communication
between the machines and devices and then the acquisition, processing, transformation,
organization and storing machine and the sensor data [1].

The 10T platform employs various applications and components to provide fully interoperable
IoT services and management of those. This includes, networks, IoT environments, 0T
devices (sensors, controllers, actuators, tags and tag readers, gateways) and the attached
physical devices, 10T operations and management, and external connectivity with suppliers,
markets and temporary stakeholders of the IoT system [2]. Five types of platforms exist
currently and they are summarized in 3.

Domain-specific platforms facilitate specific domain scenarios. Often, built on the top of the generic
M2M connectivity providers.

Technology-specific platforms take into account only specific set of devices. These platforms are
sometimes closed, in the sense that they are based on the devices with proprietary technology.

M2M connectivity platforms providers offer connectivity as a service as a core service, with only a few
other features, mostly related to data analytics. Their primary objective is data acquisition and analysis.

Full scale generic IoT platforms provide full range of connectivity services, also facilitate the application
development, based on data collected by the devices and transformed by analytical tools. Possible by using
integrated development environments (IDE), API's or even language interpreters.

Other Types of platforms offer functionality which can be useful for IoT scenarios. Examples of such
platforms are GrooveStreams, a data analytics cloud platform, ifttt, and interoperability-as-service platform.

Figure 3. Internet of things platform categories.

The loT platform either contains, or interacts with a collection of domains summarized in
Figure 4:
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Figure 4. [0oT components.

The loT platform itself can be located in the cloud, located on premise or involve a
combination of both. Cloud-based loT platforms are significant as they are user based and
have successful record of exploitation. Through their design they can offer flexibility by the
implementation in different contexts, holistic usability by all possible users and productivity
as they use efficiently all the types of available services. Additional services of the loT
platform can include resource interchanges to enable access to resources outside of the loT
system, network services, cloud integration services and many other services as defined by
the individual platform provider. Summarizing the components, the functionality of loT
platforms is illustrated in Figure 5

» &

AN

A
=

----- | Device Level . Lo Connectivity Level I S — o e =Y ; i Application Level I—
1 H H i H

Figure 5. IoT platform levels.

The IoT platform components ensures that the communication between the device and the
output accomplishes, that data is collected and formatted correctly and functions such as
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remote updates and access are facilitated. Every Level of 10T platform utilizes a group of
elements to deliver efficiently the proper output to the next Level of operations. More
explicitly,

A Device Level (Data Generations & Collection). At this Level the data are generated
through various loT sources. It constitutes the logic consolidation process, the
service operations and the data standardization. As the data are originated from
different type of sources they variate in format and periodicity. Subsequently they
have various security, privacy, and quality requirements. Moreover the sizes of the
data concerning sensors are most of the types, more than the actual measure. To
deal with that, filtering techniques are established to the current Level in order to filter
the important information. Integrated Development Environments (Java, HTML5), loT
data model and execution engine, Workflow and business logic modeller, mobile
applications, search applications and security/ authentication systems are some
features forming this Level.

A Connectivity Level (Communication Technologies). This Level includes all the
hardware and software within network and enterprise that facilitates any type of
connection with the cloud. The communication between sensors and from sensors to
relay nodes can occur through ZigBee technology Then Internet using various
network infrastructure technologies, such as Wi-Fi, WIMAX, LTE, 3G, etc. facilitate
the communication. Ethernet is used between various analysis servers. M2M/Data
acquisition, Device Management, Complex event processing, Condition based
Monitoring, Data transport and security/ authentication systems are some additional
systems utilized by the Connectivity Level. A figurative representation of the present
communication standards is shown in Figure 6

GPRS SIGFOX LoRa
BliE ' GHTLESS 3G 4G GS m ?Wide area networks

LoRa MBus, @ wavenis DECT

L%, GREEMN -% @
@ﬂﬁﬁc‘s-‘“ )NFC)») RFilEl\
N

.'_6‘LOWP.QN KN i

72
L DECT® eone i

Figure 6. Connectivity standards [3].

A Cloud Level (Data Management and Processing) is the virtualised and optimised
hosting where the data is sent from the device and where it should be formatted for
data processing (data management, data analytics, etc.). It also facilitates remote
device management and removes software updates.
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Regarding Cloud computing, it has a pivotal role in the IoT platform structure. The

devel opment of new trends | ike Alnfrastructu
Serviceo (PaaS) and AApplication as Serviceo
ownership and management of associates resources, on increasing the market
competiveness, and on enabling provisioning of new services. With the virtualization

of information being the main object of the 10T platforms, associated devices send

and receive data interacting with the network where the data is transmitted,

normalized and filtered using Edge and Fog computing. Edge and Fog computing are

the key elements for the hardware connectivity platforms and are utilized to connect,
communicate and programme edge devices or data not included in the datacentre. A

secure interoperable frame of data management is created across all the correlated

elements. Using the capabilities of the aforementioned technology, data are

transferred in storage where in storage where they are accessible to people and

analytic applications

The intelligence of edge computing relying on their capability to share and annotate
data, to help out decision making and to filter data at the edge of the |oT platform
architecture by prioritize them. This process of edge computing creates the group of
ismart datao that are transferred in the <cl
edge intelligence is to establish a communication protocol between devices that is
filtering by quality and transfers only the proper information. To efficiently implement
Edge Cloud/ Fog they should held the following features:

A Low latency and location awareness

Wide-spread geographical distribution

Mobility

Very large number of nodes

Predominant role of wireless access

Strong presence of streaming and real time applications

Heterogeneity

The communication protocol into the 10T Cloud Level of the platform is represented
in Figure7Error! Reference source not found.

DI D> >
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Figure 7. Internet of Things cloud level communication (source: IBM).

{ Rapid Device Onboarding

S

A Finally, Application Level (Data Interpretation) is where the output should be send.
This level includes smart devices, sensors, different type of smart components,
mobile apps or an internal system and forms that the data will be sent.Additionally
the Level includes the use of statistical and optimization tools to refine, monitor, and
analyse structured and unstructured data for enabling different services. At this level
methods and algorithms for Bid Data management, collection and annotation are
established. Their main objective is the self-Organization and self-Management
towards the evolution of 10T. Statistical Programming, Text and data mining, Image
and video processing, Predictive models, Machine and Deep learning algorithms,
Optimizing and Simulation and Visual analytics are some significant examples of
data formation.

There are many types of technologies able to serve the need of the different Levels in the
architecture of the 10T platforms. Some of the standards and technologies are open-source
and popular, for different parts of the loT stack from embedded sensors to analytics. Those
standards and technologies are summarized and presented in Figure 8
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Figure 8. Technologies by level of loT platform.

3.1oTabelling

IoT platforms can be labelled into different categories according to the following
categorizations rules:

A Based on their commercialization into 2 Classes: Proprietary or Open source
Proprietary: is an 0T platform that publisher retains intellectual property rights source
code, and patent rights and the users should follow the distribution limits
Open source: is an loT with available source code. The license usually provides the
rights to study, change, and distribute the 10T assets to anyone and for any purpose

A Based on their entrepreneurship into 2 Classes: Start-ups / SME and Multination
A Start-up/SME 10T is a platform released by entrepreneurs that follow these types of
business models.
Multination 10T is a platform released by entrepreneurs that owns or controls
production of IoTs from one or more countries other than the origin country.

A Based on their main feature into 3Classes: Cloud, Industry, Device and
Communication
Cloud-centric includes all IoT platforms that has cloud gateway that provide
endpoints for device connectivity and facilitates bidirectional communication with the
backend system.
Industry-centric i ncl udes l oT platfor ms t hat itsd de
manufacturing companies.
Device i centric include the loT platforms that are driven by the devices existing in
the network.
Communicationi centric include the 10T platforms that facilitate the data exchange
into formats that facilitate the system communication

A Based on their architecture into 8 Class-Layers:
1% Layer: Physical Layer, includes loT platforms focused on operating systems,
modules and drivers, and MPU / MCU (microprocessor/microcontroller)
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2" Layer: Network includes IoT platforms focused on connectivity network/ modules
and edge gateway (HW based)

3" Layer: Processing includes IoT platforms focused on device management and
edge analytics

4™ Layer: Storage includes loT platforms focused on storage/database

5" Layer: Abstraction includes loT platforms focused on basic analytics and event
and action management

6" Layer: Service includes loT platforms focused on service orchestration and
advanced analytics

7" Layer: Application includes
development environment

8" Layer: Collaboration includes loT platforms focused on business system
integration

loT platforms focused on Vvisualization and

3.20T Layer Architecture

As was analytically described by Vermesan O. & Friess P. [5]and afterwards by the Report
on loT platform activities (Deliverable D03.01) of the H2020 i UNIFY-loT[4] Project, there
are eight layers forming the 10T platform architecture and are summarized in Figure 9.
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Figure 9. IoT architecture layers.

Additionally, the components that synthesize the IoT layered architecture approach are

presented in Figure 10.
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abstracting physical loT devices and resources into virtual entities and representations,
Abstraction enabling interoperability through uniform access to heterogeneous devices and resources
over multiple communication protocols such as MQTT, Restful, etc.

Virtualization providing service |00|(-L-Ip mechanisms that bridge physical network boundaries and offer a
set of consumable services.
Data management enabling storage, caching and querying of collected data as well as data fusion and event
Framework management, while considering scalability aspects.

Semantic Representation

for modelling and management of semantic knowledge
Framework

implementing Access Control mechanisms and Federation Identity management
responsible for authentication and authorization policies and for enabling federation among
several loT platforms respectively.

. enabling communication within and across platforms, providing means for self-
Networking Framework . . . L " .
management (configuration, healing and optimization) through cognitive algorithms.

set of open APIs (possibly cloud-based) to support loT applications, and ease platform
Open Interfaces extension by enabling easy interaction and quick development of tools on top of the
platform.

. . providing "real time" event processing, a self-service rule engine to allow users to define
Data Analytics services . . . . L s
simple and complex rules, and querying, reporting and data visualization capabilities.
Machine learning data . . . . . . -
e 8 a set of complex machine learning algorithms, for providing real-time decision capabilities.

B e Gl e G for fast development of (possibly cloud-based) loT applications that can be integrated by
standardized toolkits different companies.

Security and Policy
Framework

Figure 10. IoT platforms components.

3.2.Eurichal components of 10T platforms

IoT platforms provide the ability on creating application and services in a structure
environment that is formed by functional components. The proven existing blocks are usually
common and repeated across many 0T applications and services. This 10T platform feature
contributes to the development cycle and time to market while reduces the overall cost of the
IoT implementation. The set of functional components that are related to the 10T platforms
are summarized in Figure 11.

As was described earlier the IoT platform is a middleware that provides services to devices
and applications located to the I0T network and enables system connectivity. Subsequently
an end-to-end loT platform consists of eight important architectural building blocks for
applications development and service enablement.

Connectivity & normalization: eliminates the heterogeneous data as it brings different
protocols and different data formats into one software interface ensuring accurate data
streaming and interaction with all devices.

Device management: ensures the connected the network devices are working properly,
seamlessly running patches and updates for software and applications running on the device
or edge gateways.

Data Storage: scalable storage of device data brings the requirements for hybrid cloud-
based databases to a new level in terms of data volume, variety, velocity and veracity.

Processing & action management: brings data to life with rule-based event-action-triggers
enabling execution of intelligent actions based on specific sensor data.
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Analytics: performs a range of complex analysis from basic data clustering and deep
machine learning to predictive analytics extracting the most value out of the 10T data-stream.

External Interfaces

Analytics Additional Tools

Data Visualization

(]

(=)]
o

(]

)
wn

(]
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©
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Device Management

Processing and Action Management

Connectivity and Normalization

Figure 11. Functional components of loT platforms [6].

Visualization: enables humans to see patterns and observe trends from visualization
dashboards where data is vividly portrayed through line-, stacked-, or pie charts, 2D- or even
3D-models.

Additional tools: allow 10T developers prototype, test and market the 10T use case creating
platform ecosystem apps for visualizing, managing and controlling connected devices.

External interfaces: integrate with 3rd-party systems and the rest of the wider IT-ecosystem
via built-in application programming interfaces (API), software development kits (SDK), and
gateways.
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4An overview of the European lo

market
4.1Global l1oT market

The rapid growth of urbanization across the globe is changing the way of using devices and
things present. This growing trend enabled the need of devices and application connectivity
and this is one of the major factors which are anticipated the positive growth of internet of
things market globally.

Figure 12. Global loT Market Revenue Share (%), 2015 (source: Research Nester).

The global internet of things (IoT) market reached USD 598.2 Billion in 2015 and the market
is expected to reach USD 724.2 Billion by 2023. Further, the market is projected to register a
CAGR of 13.2% during the forecast period 2016-2023 globally.

The most significant growth is expected from Asia-Pacific in the next years as they hold the
biggest electronic consumer population. The market of Asia-Pacific region acquired 36% of
the global revenue share in 2015 and the market is anticipated to grow at a CAGR of 10.2%
during the forecast period i.e. 2016-2023. Moving to other geographic areas, the North-
America will be constant while Europe is expected to generate more revenue and will jump
from 12.2% in 2015 to 20.2% by 2023[7].

loT is utilized to connect all the smart objects over an integrated network through internet.
The number of connected 10T (Internet of Things) devices, sensors and actuators will reach
over 46 billion in 2021[8].This enables end-users to control and monitor connected devices
and process in real-time. Gartner estimates that 4 billion connected things will be in use in
the consumer sector in 2016, and will reach 13.5 billion in 2020.

Over the next five years, global IP networks will support up to 10 billion new devices and
connections, increasing from 16.3 billion in 2015 to 26.3 billion by 2020. There are projected
to be 3.4 devices and connections per capita by 20208 up from 2.2 per capita in 2015.

Globally, M2M connections are calculated to grow nearly three-fold from 4.9 billion in 2015 to
12.2 billion by 2020, representing nearly half (46 percent) of total connected devices.
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Connected home M2M connections will increase from 2.4 billion in 2015 to 5.8 billion in
2020, accounting for nearly half of total M2M connections worldwide [9].

4.Zurope loT Market

Europe has a good market share in the Global IoT market due to high awareness. As was
described above Europe is expected to generate more revenue and will jump from 12.2% in
2015 to 20.2% by 2023. Increasing adoption of advanced devices and implementation on
healthcare IT are expected to drive the demand for internet of things in near future.

As described in the Report on 10T platform activities of the UNIFY-1oT, 2013 marked the year
of the biggest growth of the loT platforms both for the Worldwide and European market.
While in 2009 the most relevant companies in the 10T platform markets were SMEs, the
growth is due to the creation of many loT platform start-ups. In the European context during
the establishing period of the IoT platforms market, Open Source Project are also playing a
pivotal role. The 50% of the Open Source Project are described by IoT Analytics as
European based.

As Europe leads in both productivity and innovation in a number of industries, a thriving loT

ecosystem could be generated. The competitiveness of various European industries against

|l oT6s i mportance f or Hgare18. Thepdsiianihgoftheiindustsehanwn i n
the Y-axis is based on the financial-impact assessment. That is combined with a qualitative

asse s sment of t he i mportance of Il oT to an i ndu:
innovation, customer interaction, and value chain.

loT's importance for competitiveness
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3.6 Industrial machinery . . Private security: alarms, guards
3.4 Public security: police,
firefighting
3.2 FMCG—.—Construclion. housing, and infrastructure
3.0
Durable goods Agriculture and forestry  Aerospace, defense
Public - 9
2.8 ‘ transportation Real eslate. . Utilities (electrical,
water, gas, waste
2.6 Ship building @ ‘ Education —@B- Sports, recreation, management)
Public infrastructure e i
2.4 (road, railroad, ports)
22 @ Textil ™y Bl leED @ wvinin @ Process industries
: extile exploration clatz)

2.0

-3 -2 -1 o 1 2 3 4 5 6 7

Europe’s competitiveness within the industry

Figure 13. Competitiveness of various European industries in the 10T market (source: A.T. Kearney
analysis).
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5Stateftheart in lIoT platforms

The current chapter aims on analysing the existing platforms and discuss their functional
characteristics. According to market there are over 300 IoT platforms. Due to the fact that it
is impossible to analyse all of them, a categorization was committed based on their layer
orientation. The layers are the 10T architecture layers that were described in Chapter 3. The
categorization coupled with the layer analysis was utilized to determine the leading loT
platforms that will be used in the ACTIVAGE project and are analysed in detail in Chapter 6.
The leaders were pointed out based on a rating feature. The rating feature created an overall
score for each loT platform according to their layers. One additional characteristic that was
added to the analysis was the platform availability.

The analysis presented hereby was based on the analysis conducted in the Report on loT
platform activities (Deliverable D03.01) of the H2020 i UNIFY-loT [4] Project. The analysis
of the UNIFY-IoT project is hereby extended with further state-of-the-art platforms and
further analyses. Descriptions of the loT platforms appearing in the following tables can be
found below, in Section 5.2.

5.1Statefthe art summary

In the following tables (Figure 14 - Figure 17), the aggregate characteristics of the
representative examples of 10T platforms on the market are presented. The leftmost column
of the table is the layer number in the I0oT architecture, as depicted above. The numbering
moves from 1 for the physical layer (rows towards the bottom) to 8 for the collaboration layer
(rows towards the top). Each layer may have multiple sub-characteristics, which are denoted
as multiple lines having the same color. Each 10T platform corresponds to a column in the
tables. For each loT platform, the layers and sub-characteristics of the layers that it covers
are checked.
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.:_!' /Q/J ; ;ﬂ ,h.q;:;o,,(. (3] Bosch tor r:::::_—‘ Axeds.  gaeris
8 Business system integration \/ \/ \f \/ \/ \/ \/
7 Visualzation v v v v v v v v
7 Development environment \/ \/ \/ \/
6 Service orchestration v v v v v v v
6 Advanced analytics v v v v v v
5 Event & action management \/ \/ \/ \/ \/ \/ \/ \/
5 Basic analytics v v v vV v V4 v vV
4 Storage/Database v v vV v v v v v
3 Device management \f \/ \/ \/ \/ \/ \f \/
3 Edge analytics v v vV v
2 ne&grﬁgzgles ‘/’
2 Edge gateway (HW based) v
1 Operating system \/
1 Modules & drivers v 4 v v v V4 v
1 MPU / MCU
A Open source

Figure 14. State-of-the-art 10T platforms categorization (part 1).

':!- d‘/y 'yA\/|a %:carrmts i.T PHILIPS
8 Business system integration Vv v v
7 Visualization v v Vv v v v o v
7 Development environment v v Vv v
6 Service orchestration v v o v
6 Advanced analytics Vv v o
5 Event & action management  / v v v v v v v
5 Basic analytics v Vv vV v v v v v
4 Storage/Database v v v v o v v v
3 Device management v v Vv v v v v v
3 Edge analytics Vv
g eworemodses YV VY v
2 Edge gateway (HW based) v v v
1 Operating system Vv v
1 Modules & drivers v v v v v v v v
1 MPU / MCU v v
A Open source

Figure 15. State-of-the-art 10T platforms categorization (part 2).
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H Y YO o o

8 Business system integration V
7 Visualization Vv v v v y v
7 Development environment v v Vv
6 Service orchestration Vv N v
6 Advanced analytics Vv v o
5 Event & action management v Vv v Vv Vv Vv Vv Vv
5 Basic analytics Vv v Vv v v v v v
4 Storage/Database Vv v v v v v v o
3 Device management \/ V \/ V V
3 Edge analytics v v v v
2 Connectivity

network/modules
2 Edge gateway (HW based) v
1 Operating system
1 Modules & drivers v v v v v v
1 MPU / MCU
A Open source Vv v v v v v v

Figure 16. State-of-the-art 10T platforms categorization (part 3).

.;.! H/pj oneMPOWER™ CDOT ?ﬁ?g oracLe  DuniversaaL Sofia & sensiNact ¥homard
description
Business system
g integration ‘/ \/ \/ \/ \/ \/
7 Visualization v v v v v
Development
/ environment v v v v v v vV
6 Service orchestration \/ \/ \/ \/ \f \/ \/ ‘/
6 Advanced analytics Vv v v v
Event & action
3 management ‘/ \/ ‘/ ‘/ \/ \/ \/ W/ \/
5 Basic analytics v v v v v v v
4 Storage/Database v Vv v v v v v
3 Device management v Vv Vv Vv Vv Vv v v
3 Edge analytics v Vv v v v
Connectivity
2 network/modules v v
Edge gateway (HW
2 based) v
1 Operating system \/
1 Modules & drivers v Vv v
1 MPU [ MCU
A Open source \/ \/ \/ ‘/

Figure 17. State-of-the-art 10T platforms categorization (part 4).
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The table of Figure 18 presents a different categorization of the same loT platforms,
according to the four platform types identified in Figure 5 It can be observed that only a few
platforms apply to specific application domains. The majority of loT platforms are designed
to be generic, so that they can be applied in various application fields or to promote
interoperability between fields. Similarly, very few platforms are currently bound to specific
proprietary technologies, either regarding device construction or protocol usage. Almost all
loT platforms support multiple device types, communication interfaces, protocols and data
formats. St andar di zati on approaches, such as the onel
which allows new technologies and services to be compatible with existing solutions. It can
also be observed that a large number of platforms support, apart from the basic connectivity
services, higher-level data analysis mechanisms and user-friendly development
environments. This facilitates their adoption by developers and at occasions allows
corporations to create loT applications without the need to write any code.
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Domain- Technology- M2M Full scale
specific specific connectivity generic

Platform
Microsoft Azure V4
Amazon AWS \/
IBM Watson

ThingWorx

Bosch loT

GE Predix

Axeda

< <

Aeris

Cisco Jasper

S [= =

Ayla Networks

Intel v
ARM mbed Vv

xively Vv
ThingSpeak

< <

Carriots

Evrythng vV
Phillips HealthSuite

< <

SensorCloud
Kaa vV
Nimbits v
Eclipse smarthome vV

openRemote Vv

Fiware v
OPENIoT v

Eclipse OM2M
One MPOWER
CDOT

Open MTC

= [ =
< <

Salesforce loT Cloud
Oracle Integrated Cloud
universAAL

Sofia2

SensiNact

Homard

S N N

Figure 18. Categorization of 10T platforms according to platform type.
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5.5tateftheart Toplatforms

In the following sections, the IoT platforms mentioned in the categorization above are briefly
described.

5.2.Microsoft Azure
Microsoft Microsoft Azure' is a full end-to-end loT solution, covering almost all
Azure the layers of the loT architecture. It facilitates device connectivity by
containing device libraries for several popular languages and
platforms and by providing services for device monitoring and identity management. Devices
can be connected either directly or indirectly, through a gateway. Data processing
procedures can be applied at this |l evel,
cloud gateway allows data to pass from the devices to the backend. Higher-level algorithms
are available at the backend, in order to facilitate data collection, transformation, as well as
data analysis and visualization. Microsoft Azure also focuses on ease of integration of the
loT platform into the business process of a company. Collaboration between Azure and third
5.2.2mazon AWS
Amazon Web Services? (AWS) offers a cloud-based loT platform that
layer through a web-based communication stack. A rule-based engine
is used to perform actions based on the messages received. A wide
applications from network connectivity issues that may interrupt the normal operation of the
devices, t h e concept of fisdadso iused wherh dhd aevised generated
facilitate developing.
5.2.8BM Watson
the devices are transmitted to cloud storage, which is based on Bluemix,
| BM&ds cl oud andThs eventand actiororhahagamient ig rule-

parties is accomplished through a Red Carpet program, while conferences and developer
allows devices to be connected to the cloud and communicate

variety of services is available in order to handle the data. These include storage services,
information of the past is cached, so that it can be unobtrusively accessed by the
Similar to the above, the IBM Watson® platform allows devices to connect

IEM Watson  based, specifying which action should be taken after which message. Rules

starter kits facilitate the adoption of the platform by developers.
bilaterally. Messages from the 0T devices pass to the application
stream processing and machine learning algorithms. In order to protect the higher-level
applications. Amazon provides extensive AWS developer guides and starter kits in order to
either directly or indirectly, through gateway devices. The data collected from

can be specified either at levelhas soonlas ud

dedicated gateways collect the data. The Bluemix backend offers a wide variety of services
to the application developer. Data analytics and visualization are supported through a
dashboard using boards and cards, offering overviews and insights about the device data,

'https://azure.microsoft.com/en-us/
*https://aws.amazon.com/

*https://www.ibm.com/watson/
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as well as risk management. The Watson loT platform supports block chain integration,
which facilitates the integration of the platform by application vendors.

5.2.ZhingWorx

Targeting industrial applications, the PTC ThingWorx® 10T platform provides

b4 easy to use interfaces through which users can bu_ild applicati_ons in_a small
thingworx: amount of time, with reduced cost and risk. Industrial areas using ThingWorx
include agriculture, smart cities, power grids, water management, building

efficiency and telematics. Through a dedicated application modelling

component, named Composer, the ThingWorx loT platform allows users to construct
functional mobile interfaces without the need for coding, by using real-time dashboards and
workspaces. The platform allows the integration with a variety of other technologies, from

augmented reality to industrial connectivity, thus facilitating its adoption.

5.2.BosdbT

- The Bosch IoT platform® focuses on the application layer, offering
EJ Bosch loT g utions for device management and cloud services. These two
functionality areas are represented by two sub-platforms, namely loT
Suite and 10T Cloud. 10T Suite allows the reliable connection of different devices and the fast
development of IoT applications. It includes services for device-to-device messaging, device
administration and monitoring, integration with third parties and user management, for multi-
user applications. These services, along with higher-level services including data protection,
are available to end users through the 0T Cloud sub-platform. IoT Cloud offers all three
cloud-related service layers: Infrastructure as a Service (laaS), Platform as a Service (PaaS)
and Software as a Service (SaaS). Being able to access 10T services through such cloud
services allows end users to create applications more easily, with reduced cost, while
enjoying data security mechanisms integrated in the cloud services.

V 4 (1] (1]

526! *!1 . éeé( H('eO0. %eB/ S.
XX Gener al El ect r{is amsloT(p@atim offering ciicamplete
-> liv- €=+ workflow from the source devices to data management. At the first layer, it
[_ F}j[ allows the connection with various sources of information, including GE
and non-GE devices, such as sensors, controllers and gateways, as well
as software components, such as databases, files and external cloud-based applications.
The collected data can be processed and analysed by higher-level components, as well as
by third party plug-ins. Using dedicated tools, the end user is allowed to create custom
workflows, specifying the sources of information and the ways in which they need to be
processed. These tools significantly facilitate the design and testing of 10T applications. The

Predix platform also contains mechanisms for converting between various data formats,
which is useful in applications with massive amounts of heterogeneous data.

*https://www.thingworx.com/
*https://www.bosch-si.com/iot-platform/bosch-iot-suite/homepage-bosch-iot-suite.html

®https:/www.ge.com/digital/predix
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5.2.PTC Axeda

PTC Axeda’ is a cloud-based loT platform that focuses on offering cloud

Axeds  services for device management, connectivity and applications. It includes

MachineCloud — three  sub-platforms. The Axeda Connect platform offers services for

connecting devices and sensors to the cloud, as well as mechanisms for

transforming and storing the incoming data. The Axeda Build platform allows the

development and implementation of loT applications, offering data management services,

scripting engines and SDKs. Finally, the Axeda Manage platform, allows the end users to
remotely monitor, access, configure and manage the connected devices.

5.2.8eris loT

The Aeris loT platform® offers a large set of connectivity technologies of the
industry, including LTE, GSMand CDMA. Its modular nature allows the end-user
to select from these only those that are necessary for a desired application. Aeris
is a cloud-based solution, offering several infrastructures as services:
connectivity management, lIoT and M2M core network, biling and rating engines, data
analytics methods, cellular connectivity services, etc. Collaboration among developers and
third parties is accomplished through an online marketplace for 10T solutions.

5.2.@isclaspoT

The Jasper® loT platform by Cisco is widely used in application areas such
as connected vehicles and enterprise mobility. It allows large corporations to
manage their connected devices and sensors through a highly visible
network. Based on the Jasper Control Board Platform, it is generic enough
to be highly customizable and fit various application needs, requirements and business
models of various industrial corporations.

5.2.A0la Networks

Ayla®of fers the ability to consumersd devi
Y Ayl a the network through a group of components. Ayla AMAP, Ayla Insights,
and Ayla Cloud are the main parts composing Agile 10T Platform. The Ayla
AMAP is a mobile application platform that enables consumer interfaces to devices via
popular mobile phone platforms. Ayla Insights is a collection of services that provide
business intelligence and analytics capabilities. Ayla Cloud offers a full suite of operational
support services to better manage and control a connected deployment as well as provides
access to a number of different business intelligence and analytics services to produce
intelligent insights and automated operations. Home and buildings, are the main field of
activity for Ayla Networks.

@aeris

"http://www.ptc.com/axeda
®http:/www.aeris.com/
*https://www.jasper.com/

https://www.aylanetworks.com/
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5.2.Itel

The Intel 10T platform™ is an 10T solution targeted to industries, providing a solid
o foun_dation for the development Qf secure. device connections and cloud
Alliance services. It offers products and services covering the whole spectrum of the loT
architecture, from device modules, drivers and network communication

abstractions to cloud services and data analytics. Intel loT maintains an active
community promoting the collaboration of various product and service vendors, such as
processors, operating systems and security, and facilitating integration across industry
partners.

5.2.ARM mbed

ARM mbed*? is an loT platform mostly focused on the lowest layers of the loT
architecture, i.e. the physical layer, networking and edge processing. It contains
two sets of products. On the one hand, it offers device-oriented software and
operating systems, allowing the integration of various industry standard
protocols, such as CoAP/HTTP, TLS/TCP, DTLS/UDP and OMA LWM2M, and thus the
efficient data communication and management. On the other hand, it offers cloud services
for device management, which allow the creation of standards-based commercial solutions.

5.2.X8/ely

Xively®® by LogMeln offers IoT platforms and connected product management
. » platforms for enterprises building connected products and services. Xively
)(IVely enables companies to build and manage 10T security, 10T connected devices,
and loT products, including loT Home Automation, and capturing their loT

ARM'
mbed

bled
I_ena e

data. Cloud-based APIs, SDKs, integrations, messaging, and app

management provide a communication network to all the connected devices. C-based client
libraries, MQTT based messaging bus, time series data storage and event logging and web
based management application for connected devices, provides a well-defined structure for
creating products and associated work flows

5.2.TAIngSpeak

Th s k ThingSpeak™ is an loT platform that facilitates the collection and storing of
m lﬂg Pea sensor data in the cloud and developing loT applications. The ThingSpeak

loT platform provides apps that for data analysis and visualization in
MATLAB, and then act on the data. Sensor data can be sent to ThingSpeak from Arduino,
Raspberry Pi, BeagleBone Black, and other hardware. This open source platform was

released by ioBridge in 2010 for creating sensor logging applications, location tracking
application, and social network of things with status updates.

http://ww.intel.com/content/iwww/us/en/internet-of-things/overview. htm|
Yhttps://www.mbed.com/en/
Bhttps:/iwww.xively.com/

“https://thingspeak.com/
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5.2.Carriots

& Carriots™is a cloud-based loT platform that follows the protocol Platform
P cal‘nots as a Service (Paas). The core of
> application with external IT systems through a development environment,

open API and web services. With Carriots, the connection of any device to
the 10T is realized via Internet access. By using MQTT, cURL, hURL, the platform streams
the data to the REST API. Additionally a Java software development kit provides the
environment for building applications. The objective of Carriots is to facilitate and support loT
projects and applications towards its own cloud.

5.2.E6rythng

EVRYTHNG™is a platform that collects, manages and applies real-time data

-

AEKP\/AGE

t he

p |

EVRYTHNGO6s | oT software is able to communi

i ? from smart products and smart packaging to drive 10T applications.

or smart packaging hardware. By using OAuth protocol, a less complex

environment is created for 10T products development. Nest, Salesforce and
other consumer apps and services operate in the network through the Evrthng platform. The
objective of Evrythng is to provide industrial strengthto companies on developing market-
leading products, facilitate the digitization and connection of products to the Web, so the
applications will be reliable.

5.2.PHillips HealthSuite

Phillips has created HealthSuite digital platform'’, a cloud-based platform for

the collection, orchestration and analysis of healthcare data. HealthSuite

supports the collection of data from smart |oT devices and wearables, as well

HealthSuite as the management and monitoring of the devices. The data are collected

digital platform and stored to a secure cloud-based infrastructure. Healthcare offers tools for

the creation of workflows and rules for the orchestration of data flow data

acquisition to performed actions. At a higher level, it offers data analytics tools and

visualizations, employing machine learning algorithms, facilitating the decision making

procedure. HealthSuite can cooperate with third-party applications and devices through
standards such as FHIR, HL7, DICOM, IHE, etc.

5.2.%8nsorCloud

SensorCloud is a platform that was designed to support automatically uploads

- from LORD MicroStrain's wireless and wired sensors. It is useful for storing,

sensorCloud  Visualizing, remote managing, and analysing data through different type of
available services. Open Data APl and CSV Uploader can be utilized for

upload any data. MathEngine is a tool for data analysis and decision making.

IPython and SciPy libraries provide the potential for custom scripts. There is the ability for
customized alerts to stay informed on the data. All data transactions are encrypted and
secure. Finally, the SensorCloud SDK combines source code for Python, Java, C# and

Phttps://www.carriots.com/
®https://evrythng.com/

7 http://www.usa. philips.com/healthcare/innovation/about-health-suite
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models of the clArc language. SensorCloud SDK generates service framework based on
clADL, MDL, and TDL models.

5.2.K8a

Kaa'® is an open-source loT platform facilitating the building of IoT solutions for
various domains. Kaa enables the fast development of applications, allowing
end-users to focus on their specific product functionalities. Kaa provides
abstractions for various common device connection protocols, such as WiFi,
Zigbee, Ethernet, MQTT, CoAP, XMPP, TCP, etc. It allows developers to manage the
connected devices by providing SDKs in various programming languages. In a higher level,
open-source big data processing mechanisms are available in order to handle the incoming
data. It also provides message filtering services, which enable messages to pass only to
specific end-points or groups of end-points.

5.2.2Qimbits

Nimbits'® Server is platform designed provide connectivity between the devices
through an 10T API (HTTP/RESTful using JSON + HAL) server. The platform
was developed to store and process time and geo stamp data, filter incoming
data and trigger events based on rules. It stores data in way to facilitate retrieval
of chucks of data sets using date ranges or GPS coordinates. The web portal
and the APl were designed to store and process time and location stamped data, filter
incoming data and trigger events based on rules. It simplifies the data process because is
built upon embedded system locally. Then is filtering the noise, is running rule engine and
then is pushing data that are very important on the cloud. The java embedded devices could
be RaspberryPi, J2EE servers like Apache Tomcat and finally on clouds like Google App
Engine and Amazon EC2.Finally, parts of the maven central repository and JCenter, it's
easy to import it into other projects.

5.2.EtlipSenartHome

Eclipse SmartHome®is a platform designed to deal with residential

automations. The software was developed within the Eclipse Java community.

It serves as an abstraction and translation framework that makes interaction

possible across system and protocol boundaries. The framework is designed to

run on embedded devices, such as a Raspberry Pi, a BeagleBone Black or an
Intel Edison. It requires a Java 7 compliant JVM and an OSGi (4.2+) framework, such as
Eclipse Equinox. Eclipse SmartHome accepts the heterogeneous environments and the
variation in data formats with protocols that provide uniform access. Finally, the software is
extendable and open to external contribution.

5.2.22penRemote

@ OpenRemote? as Eclipse SmartHome is a platform designed for residential
and commercial building automation. It offers an intelligent way of

openremote

Bhttps:/iwww.kaaproject.org/
Yhttp://bsautner.github.io/com.nimbits/
Pnttp:/www.eclipse.org/smarthome/

Zhttp://www.openremote.com/
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managing and integrating the building systems, from climate control, multimedia, to lighting
and security into one system, adding individual user control, predictive presence behaviour,
and tailored dashboards for facility management. OpenRemote platform is automation
protocol agnostic, operates on off-the-shelf hardware and is freely available under an Open
Source license. The end-users can control the system by applications built in common
operating systems like iOS and Android. Additionally the OpenRemote cloud-based design
tools provide to end-users the ability to manage the system remotely.

5.2.BIWARE

FIWARE? is an open-source |oT platform offering a wide range of services,
@ from low-level data processing and storage to high-level data analytics and
Fl visualizations. FIWARE has often been used as an 10T platform of choice for
various European projects and is one of the IoT platforms that are used in
ACTIVAGE. Details regarding its architecture and services can be found in Section 6.5.

5.2.29penloT

~ The OpenloT? platform is a middleware platform for loT applications,
IuT@-*,--- offering semantic Web services in order to handle the data from the
connected devices. OpenloT is one of the platforms used in ACTIVAGE

and is described in detail in Section 6.3.

5.2.25clipse OM2M

o Ecl i pse &M anFopen-source loT platform focusing on easy
".?' oOMz2M deployment in large and heterogeneous domains. It is based on the
T o n e M2 IBténdard, which facilitates the integration of various industrial
domains. This makes the platform suitable for large-scale projects and applications,
including smart cities, smart factories, transportation and health care. From an architectural
point of view, the platform is designed as a protocol-independent kernel on which the various
components of a specific application can be plugged in as separate and reusable modules.
The end points of an application, e.g. devices, sensors, gateways, servers, etc., are
considered as nodes which expose various services for which higher-layer applications can
subscribe in order to use. Such services include networking, device management, security,
etc. The platform supports the integration of third-party devices, which accelerates the
deployment of a functional 0T application.

5.2. 26 F OWER

The one MP&WEtHRM, developed by InterDigital, offers a
oneMPOWER™  collection of tools for managing devices, connectivity, transactions,

data and security. T h e pl atform confor ms t o
standard, thus reducing the risks of linking a vendor to a particular technology. The
oneMPOWER platform uses the woti o E f r amewor k as an operational
interconnection of data acquisition devices, cloud-based services and applications, as well

Zhttps://www.fiware.org/
Znttps://github.com/OpenlotOrg/openiot/wiki
#nttp:/www.eclipse.orgiom2m/

Zhttp:/iwww.interdigital.com/data_sheets/onempower-platform
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as the integration with third-party frameworks and legacy data sources. The platform also
offers software development kits as well as visual development and testing tools, in order to
facilitate developers. oneMPOWER has been successfully used in smart cities applications,
and is evolving based on a dynamic marketplace for data and services.

5.2.X2DAICSP

CDOT Common Service Platform (CCSP)® is a platform developed by the Centre for
Devel opment of Tel emati cs (CDOT) i n I ndi
standard, offering services such as device discovery, subscription, notifications, data
management and security. The CCSP platform provides services for both the field domain
nodes, such as devices and gateways, and the infrastructure domain nodes. CCSP acts as a
bridge between data acquisition and data
of view, it offers visual development tools, in order to accelerate application creation.

5.2.28penMTC

The Open Machine Type Communications (OpenMTC) platform?’ is a

open mtcC prototype standard-compliant platform with the goal to provide a

middleware for M2M applications. The OpenMTC platform consists of two

rough layers: a front-end, from the side of the edge field, i.e. the devices, actuators and

sensors, and a cloud-based backend, where data from the front-end is gathered. OpenMTC

provides services to facilitate the interconnection between the front-end and the back-end,

aggregating the collected data as well as, in the opposite direction, transmitting instructions

to the edge devices. OpenMTC has been used in various vertical domains, including
transport, logistics and eHealth.

5.2.29aléwrce loT Cloud

Salesforce 10T Cloud®® is a customer-centric loT platform, focusing on
LS ATes  providing simple interfaces for performing device management. It allows the
processing of large amounts of data and the design of specific business logic
through simple to use rule-based interfaces. Through its functionalities, it
allows customers to create sales orders and get insight about possible opportunities, handle
device repairing automatically, get notifications regarding the connected devices and
perform automatic inventory inspections.

5.2.30racle Inteimiservice

Oracle Integration Cloud Service?® supports the real-time collection and
ORACLE analysis of 10T data in a scalable platform. The platform offers a wide
variety of cloud services, including device management, device virtualization, high-speed
messaging, notifications, big data analytics, etc. It promotes end-to-end visibility during
management and allows the design of workflows through user-friendly interfaces. Pre-build
components allow the integration of the platform to various business models, while a

Zhttp:/ivww.cdot.in/solution_products/m2m.htm
“http:/Avww.open-mtc.org/
Znttps://www.salesforce.com/iot-cloud/

#nttps://cloud.oracle.com/integration
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dedicated marketplace allows the collaboration of third party partners in the development of
further business models.

5.2.@fiversAAL

N . universAAL 10T is an loT platform developed for smart

WuanerSAA{L; environments, mostly used to create Ambient Assisted Living

(AAL) applications. It is a middleware solution offering ontology

models as the medium between the raw data from the data sources and the application

level. universAAL is one of the platforms used in ACTIVAGE and is described in detail in
Section 6.1.

5.2.3R0fia2

. Similar to universAAL loT, Sofia2®* is a semantics-based loT platform,
Sofia a utilizing ontological models for the connection between the low-level device
information and the applications. Sofia2 is one of the platforms used in

ACTIVAGE and is described in detail in Section 6.2.

5.2.3nsiNact

sensiNact*” is an 10T platform that has been particularly used for smart home and smart

cities applications. It focuses on handling heterogeneous devices and communication
protocols through synchronous and asynchronous mechanisms. sensiNact is one of the
platforms used in ACTIVAGE and is described in detail in Section 6.4.

5.2.3omard

N Homard (OMA Resources Dashboard)®® is a cloud-based loT platform,
‘homarq focused on providing scalable and secure end-to-end device

management, from the edge to cloud management. Homard is based on
open standards, such as OMA LwM2M Device Management and ETSI oneM2M. It is one of
the platforms used in ACTIVAGE and is described in detail in Section 6.6.

5.30T platform map

Based on the layer-based categorization presented in Section 5.1, the mapping of Figure 19
is produced. In this diagram, each IoT platform is mapped on the plane according to the
following two parameters, acting as coordinates.

1 The horizontal coordinate of each platform is an indication of the orientation of the
platform, according to the IoT architecture layers. Platforms towards the left axis are
oriented towards the lower layers of the architecture, i.e. the physical layers, while
platforms towards the right axis are oriented towards the upper layers of the

Fhttp://universaal.info/
#http://sofia2.com/home_en.html
#nttp://open-platforms.eullibrary/sensinact-aka-butler-smart-gateway/

% https://homard.hopu.eu/
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architecture, i.e. the application and collaboration layers. However, there are cases
where the platform covers a wide range of layers. In these cases, the horizontal

coordnat e is a fAmeanodo value, placing the platf
di scrimination from Anarrowo platforms in th
coordinate.

1 The vertical coordinate of each platform is an indication of the range of functionalities
provided. The number of functionalities offered by each platform corresponds to the
number of sub-layers that each platform covers, in the tables of Figure 14 - Figure
17. Platforms towards the top of the diagram offer a wide range of functionalities,
covering not only the layer indicated by the horizontal coordinate, but also nearby
layers. Platforms towards the bottom of the diagram ar e mor e fAnarr owo coc
a limited range around a specific architecture layer.

Intuitively, each platform on the map could be considered as being on the top of a pyramid
extending down to the horizontal axis of the diagram. The position and size of the base of
the pyramid on the horizontal axis is an indication of the range of layers covered by the
platform. Platforms towards the bottom of the diagram have a pyramid with a small base,
located around a narrow range of architectural layers. Platforms towards the top of the
diagram have a large pyramid under them, with a base covering a wide range of
architectural layers.

From this mapping, it can be observed that platforms such as Microsoft Azure and IBM
Watson are generic platforms, covering a wide range of the architectural spectrum. The
ARM mbed platform, being the left-most one and in the middle of the vertical range, is a
device-oriented platform, with limited functionalities in higher layers.

=) - coso
T 50 [S Azure

)
&

Watson

 UniversAAL oneMPOWER™
s

st [5¥] Boschtor

-

M2M

PHILIPS @
ot  E=A°

Axeda

£
ma &1 carriots
mard K sensiNact

o Emmm@l» sofifk

openremote

%"\/ ffé‘*:\lo‘l'@ @aeris

ORACLE

Range of functionalities offered

Physical layer-oriented Application-oriented

Figure 19. Map of loT platforms based on their layers of focus and the range of functionalities offered.
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For the purposes of the ACTIVAGE project, platforms focusing on the application layers are
desired, offering means to transform the information received from the devices and sensors
into meaningful knowledge. Thus, the selection should be based on platforms residing on the
right or top part of the above diagram. A second criterion is the availability of the platforms,
since open-source solutions are preferred to proprietary solutions. Thus, platforms such as
Microsoft Azure, IBM Watson or Oracle Integration Cloud are not preferred.

The following platforms are selected to be used in the ACTIVAGE project:
universAAL loT

Sofia2

OpenloT

sensiNact

FIWARE

1 Homard

These platforms comprise a comprehensive set of open-source, application-oriented 0T
platforms, covering a relatively wide range of functionalities. Furthermore, there is a past
experience for using these platforms in other European projects, which will be of use
throughout the ACTIVAGE project. In the following section, these five platforms are
described in detail.

=A =4 =4 =4 =
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610T platform Detailed presentati
6.niversAL

6.1.RPlatform Description

universAAL loT is a mature open platform*®* for the integration of open distributed systems of

systems, with over 15 years of development history, from general conceptual work in

German research projects EMBASSI and DynAmITE, over proof of concept with unique

problem solving approaches in FP6 PERSONA, consolidation and first tooling in
FP7universAAL, and stress testing in real life in CIP ReAAL, which has led to the creation of

the initial universAAL 10T ecosystem. By implementing semantic interoperability for service-

oriented architectures at the level of communication protocols, it provides an open horizontal

service integration layer at the highest abstraction layer, across all possible verticals, which

makesita sol uti on for many ofunivecsAAd yood is dissripused witm pr o b |
the Apache Software License 2.0, available under https://github.com/universAAL/.

The core of universAAL understands data and functionality only through the definition of
ontologies. There is already a prominent set of ontologies ready available in universAAL
platform, specially covering the AAL/AHA domains (i.e.: pHealth, and Smart Environments).
The usefulness of universAAL does not limit to the AAL / AHA domains, as adding new
ontologies covering the desired application domain is enough for universAAL to adapt.

universAAL is composed of the middleware, which is responsible of providing basic
functionalities such as a common container interface (for portability), configuration
interfaces, localization, and logging. The middleware provides the essential Data
Representation which is the essential ontology engine, along with the data serialization
which enables machine-readable, RDF/Turtle standard, access to the ontologies and data
instances. Yet another function of the middleware is Node Discovery and Messaging, since
universAAL middleware is a distributed and semantic framework; this functionality enables
easy connectivity and interaction of universAAL enabled nodes within the same network,
which forms the basis of intelligent environments. The final function of the middleware is to
provide the communication buses, which are the abstraction that helps deal with distribution
and heterogeneity in a transparent way. The buses are semantic brokers for context events,
semantic service requests (and responses), and user interaction functions.

3 http://universaal.info/blog/post/3487/ What-is-anopen-platform/
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Node-specific Logic
from the “Application” Layer and / or the “Manager” Layer
& related ontologies

3 Communication Buses (Context, Service & Ul) &

the Control Bus Node Discovery & Messaging
Data Representation & Serialization Network
Container, Config, Locale, Logging Protocols
Operating System & the Runtime Environment

Figure 20. universAAL platform stack.

universAAL |oT ships the middleware along with a set of optional managers, that help
implement common use cases, such as storing, reasoning, service composition, remote
interoperability (connecting with services and entities outside the AALSpace), user
interaction extensions, security functions, device (sensors and actuators) protocol
interconnections, etc. As part of the platform, universAAL community also supports
developers with a set of tools to ease the development, deployment and maintenance of the
systems developed with universAAL.

6.1.1S9emantic Discovery & Interoperability

This is me
| offer these
| need those

Interaction
Actuators channels

Sy

3" party
AAL Service
_ Application

Sensors

(g2

R -

universAAL
Service
_Application

Mobile
Service
_Application

universAAL
_ Adaptation

J

User Interaction
Context
Service

g ~ Situation Space ' Space ul
Proﬁllng] Reasoner Gateway [Orchestratoi' Handlers

Figure 21. Bus distribution view.

The first discovery level in universAAL is related to the mutual discovery of middleware
instances within a subnet, which is based on network broadcast; concretely, universAAL
uses java SLP framework for this node discovery level. Once a node is discovered

communication is stablished based on the <concept o f theaonhfi c onnec

i mpl ementation of t he ficonthe [Gloups lamewark) ovieigh t
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enables the creation of a logical network for message distribution. This logical network is
called an AAL Space (basically, a smart space). Both discovering and Peering modules for
the establishment of messaging channels are pluggable, thus different frameworks and
solutions (such as MQTT, or oneM2M) can be used as alternative implementations for the
fconnectoro concept.

The AAL Space groups all nodes in a smart environment and enables them to communicate
between them in a secure way. Messages in an AAL Space are secured using a common
cryptographic key. The distribution of messages can be direct (hode to node), multicast
(node to set of nodes), or broadcast (node to all nodes). These messages are classified
according to their purpose, thus there are diffe

A bus is a message broker in charge of routing the messages to the appropriate software
modules on appropriate nodes, as well as applying the bus strategy, according to the
defined behaviour of the bus messages, bus members (modules connected to the bus) and

the bus itself.

Business Logic

V4 1 N
Service Service
Caller Callee

Figure 22. Definition of universAAL application, "talking" to b buses.

The second level of discovery is the semantic discovery provided by the middleware buses.
Modules that connect to the buses must describe their capabilities and requirements
semantically and register (when they connect to the buses) / send (dynamically during
runtime) them to the buses. The routing of messages with semantically formulated content is
done by the buses based on a sematic matchmaking, which effectively discovers the proper
provider (of functionality) or consumer (of data).

The bus abstraction is the primary concept behind the Semantic interoperability

programming paradigm as proposed by universAAL. In universAAL the developer talks,

semantically to the buses, which then respond accordingly. The difference with conventional

Semantic interoperability can be explained through an example. Traditionally, the process to

open the entrance door would require a semantical query to find the appropriate object and

then use the object interface (the devicebds spe
paradgm the i nstruction received by the bus is dire
described in the ontology. This syntactically and semantically decouples the application and

the device.

Semantic interoperability as realized by universAAL restricts the syntactical dependencies in
the communication protocols to the API of the brokerage mechanism implemented by the
middleware buses and shifts all dependencies between the participants in a communication
to models shared by them (shared ontologies).
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aka Ontology

f Reference 1

Model
same / mappable
Participant, semantlc Participant,
syntactic Broker

Figure 23. Basic syntactic dependency is reduced to the API of a broker, which enables semantic
interoperability through shared (or mapped) ontology.

Interoperability is the ability of two communicating entities to share data and functionality
despite having been developed independently. Semantic Interoperability enables
interoperability at a semantic level, avoiding domain-specific APIs and reducing syntactical
dependencies to one single brokerage API. Specific use case dependencies can be resolved
through common (or specific) shared ontologies which are pluggable into the system.

6.1.1S®ervice broker & orchestrator

The first broker is the Service bus. This bus enables software services (similar to the service
oriented architecture SOA) to be provided and called with a semantic definition, thus
enabling semantic services (based on the standard OWL-S). The broker works by admitting
service requests from bus members, again defined in semantic terms describing the
expected result; the broker then matches this request with the registered services (called
service profiles); which are also defined semantically.

Service Profile

Matching Service Service Not Matching
Service Caller Caller Service

Request Request

‘%/ Service Bys x

Figure 24. Visualization of Service bus matchmaking.
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This matchmaking where the semantic benefits are best seen, for as the requester does no
need to use the provided API by the registered service (Syntactical Interoperability), the
requester does not have to even define the same exact parameters and parameter types as
the registered service. For example inputs can be derived from other parameters. As long as
the request is matched semantically with any registered services then these services are
executed.

When a service is matched, the bus member (service callee) executes the necessary
operations in order to produce a response. If more than one service is matched all matching
services are executed, the responses outputs are then merged into a single list.

Composite services can be defined using JavaScript as currently the only scripting language
supported. The workflow engine that can interpret such scripts and execute them is called in
universAAL the service orchestrator.

6.1.1Context Broker & Entrepot

Context awareness is a key aspect of intelligent environments. Context is any information
related to the states of any entity inside the environments, this includes sensors as well as
the user. Context awareness is achieved through ontology-based data sharing, essentially
representing another form of semantical interoperability.

The broker in charge of distributing the context information is the context bus. The messages
of the context bus are context events. Each context event represents a change in a property
in the context, inspired by the RDF model; therefore the key properties of a context event are
the subject, predicate (property), and object (new value). Each context event has additional
metadata related to the event itself.

Metadata

Figure 25. The anatomy of a context event.

The context bus model is based on a subscriber-publisher policy; each bus member
(publisher or subscriber) upon registry describes semantically the set of valid context events
managed. Therefore the broker can deliver context events to subscribers that match the
subscription filter.
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Figure 26. Context Broker strategy.

As an additional feature universAAL provides a special manager for context awareness. This
manager is subscribed to all context events for storage in an RDF database. This allows this
component, known as Context History éntrepot (CHe) to provide services for applications.
The first type of service is allowing querying for context events, thus applications can extract
statistics and evolution of the context. Since the context events are stored in a RDF
database, the semantics of the context event when stored build a complete status of every
subject referred by any context event; thus applications can query directly this status, which
is interesting to gather the last known status of the context. Finally the CHe also offers direct
access to the data base, thus offers SPARQL functionalities to applications.

6.1.1Humamvironment interaction

A specific problem for the target users in the AAL domain is the interaction human machine.
Typically the target population are older adults, who have difficulties when interacting with
computers, this is due both to the physical conditions of the user (like disabilities), and poor
exposure and education this population has had to technology. For this reason universAAL
offers a User Interaction framework to address the key interaction challenges.

The broker in charge of this interaction is the Ul bus, and again it is highly semantic oriented.
Applications would describe the interaction, in a declarative way. This interaction request is
then processed, by making the appropriate adaptations, according to the user profile,
preferences and context. The next set is displaying the interaction to the user, the
components in charge of managing the different interaction channels and performing the
actual interaction are called Ul Handlers. The broker will select the best handler in each
situation, taking different criterion like proximity to the user, the language, the privacy of the
managed channels compared to the privacy required by the contents of the interaction
request.
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Enter your name

Enter your
name, then
say OK

Output: “Enter your name”
Input:  Text Field
Submit: “OK"

Form

er |

Figure 27. The Ul bus with different Ul Handlers each with a different modality, all showing how the
display would be performed for the same interaction request.

The existence of different Ul Handlers allow for multimodal communication, where each
handler handles different channels. As universAAL is a distributed platform, the Ul is also
able to handle distributed and ubiquitous interaction, when there are different handlers in
di fferent nodes in an AAL Spauwhereeverlste/hégoas.er act i on

6.1.1Femantic Reasoning & Matchmaking

Context awareness can be extended with semantic reasoning. The model of context events
is built for both primary events as well as reasoned, higher abstraction level, events.

The universAAL platform has some reasoners available, but further reasoners can easily be
plugged into the system. From the available reasoners, one is used through drools rules
engine; applications can define rules to be evaluated with every context event, the
production of these rules can generate new events, or they can call services. Another
reasoner is based on SPARQL statements, each statement is associated to a type of
context, when a context event is matched the SPARQL statement is executed, it can
generate new events, or update the status.

6.1.Rlapping to AIOTES
6.1.23emantic Interoperability

Worldwide unique support for semantic interoperability at the level of communication
protocols in a service-oriented environment, by eliminating all syntactic dependencies
between communicating parties, through limiting all syntactical dependencies to the API of a
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brokerage layer that provides three virtual communication buses: the context bus for event-
based communication, the service bus for call-based communication, and the Ul bus as a
special cases of the service bus where the service providers are able to handle the
interaction with human users.

6.1.2Security / Privacy

The execution environment of universAAL is based on Java and OSGi or Android. In
addition to benefiting from the native security mechanisms of these technologies, such as
signed archives / bundles, policy files, and a controlled way of resolving dependencies, there
are two levels of security introduced by universAAL itself: groups of universAAL nodes may
connect to each other, only when they share the same symmetric key; within such a group,
messages are encrypted and decrypted using the shared key of the group, resulting in end-
to-end security within the group. Communication between two groups as well as between a
group and a non-universAAL component has to pass the group gateway, where end-to-end
security can be achieved based on standard public key infrastructure.

Permissions are definable at the level of any type of message on any of the three
communication buses as well as on the group gateways.

Identifiers are all based on the concept of URIs exchanged within the trusted environment of
universAAL as described above.

For the specific case of smart environments, a location-based concept for sessions
invalidated by contextual knowledge minimizes the frequency of explicit authentication of
human users.

Privacy can be preserved not only by having the above controls on the exchange of data and
functionality but also due to the fact that the design and implementation of universAAL is not
bound to any predefined deployment strategy or operation policy under governed by
predefined roles, such as Could servers or backend systems, but can be organized
according to the requirements in several different ways.

6.1.2[B3eveloper tools

In addition to benefiting from the eclipse and maven plugin mechanisms, eclipse update
sites and maven repositories, there are a few developer tools, such as a dashboard, project
templates with associated code generators, ontology modelling tools with code generating,
integrated tests with eclipse debugging, and continuous integration.

6.1.2Dkata analysis tools

Data is stored in terms of RDF databases, using Virtuoso and SeEhere.are two immature
context reasoning tools which use rules defined for them to derive new facts from known
facts, one is based on the power of first order logic provided by the SPARQL Construct
queries, and the other based on java programming within a Drools engine.

There is no pattern recognition tool yet. There are no real visual analytics tools, except of a
proprietary basic tool for visualizing the history of data from single sources.
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6.1.@penness and maturity
6.1.3CpePI

universAAL offers open application programming interfaces (APIs), which can be found in
the following directory:

https://github.com/universAAL/platform/wiki

6.1.3Qpen scope

uni ver sAAL has been developed in the context 0
wel | 0, as a platform for Ambi ent Assisted Livin
developed so far on top of universAAL aim at supporting active and independent living of

older people.

Nevertheless, universAAL does support the development of several other types of
applications beyond AAL. This claim is based on the following facts:

The lower part of universAAL known as the universAAL middleware is an enabler for the
integration of distributed components and communication among them while hiding
distribution and heterogeneity. The use cases supported by the universAAL middleware are
mostly about sending and receiving messages, enabling semantic interoperability without
any domain-specific bias. This characteristic makes the universAAL middleware appropriate
for the integration of any open distributed system of systems.

Beyond the general support for communication with global applicability, there is one specific

feature of the universAAL middleware that is actually restricted to smart environments

because it is concentrated on explicit interaction among human users and smart
environments in a situation-aware way. However, it is still without any application bias, only
based on an abstract representation of user s,
usage of this feature is totally optional.

Beyond the middl ewar e, there is a set ofostopti on
of which are again totally without application bias. This has been possible due to the reliance

on the Semantic Web technologies for unified representation of data regardless of domain

and extraction technology, unified cross-domain query language, and externalizable and

sharable domain models. Only the profiling solution relies on specific ontologies modelling

the physical world and users in a specific way. The modular design and implementation of

the universAAL architecture, however, allows substituting this profiling solution with

alternative solutions relying on alternative models.

6.1.3CGpen sdigense

universAAL comes with an open-source license, which can be found in the following
directory:

https://www.apache.org/licenses/LICENSE-2.0

6.1.3@pgrovision

The licensing with Apache License 2.0 allows any form of redistribution, also when bundled
with a host platform in terms of hardware and / or operating system

6.1.3@pen operation

The licensing with Apache License 2.0 introduces no restriction in using universAAL in
operation in any environment.
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6.1.3@pen adaptation

1. The licensing with Apache License 2.0 introduces no restriction in changing the

source code.

2. The modular implementation with clear dependency specification allows to bypass or
substitute not needed / desired modules without affecting the operation of the
modules in use as long as the dependencies of the used modules are satisfied.

6.1.3Maturity

The TRL levels achieved by universAAL are presented below:

TRL 17 basic principles
observed

TRL 27 technology concept
formulated

Done 19991 2006 in the German projects EMBASSI and
DynAMITE

TRL 371 experimental proof of
concept

TRL 47 technology validated in
lab

TRL 57 technology validated in
relevant environment

Achieved 2007-2013 in the FP6 and FP7 projects PERSONA
and universAAL

TRL 61 technology
demonstrated in relevant
environment

TRL 71 system prototype
demonstration in operational
environment

Achieved 2013-2016 in the FP7 CIP project ReAAL in 13 pilot
sites from eight different EU countries with 31 different
applications providing 100+ use cases to 5000+ users

TRL 8171 system complete and
qualified

Complete deployments qualified in few sites of ReAAL

TRL 97 actual system proven in
operational environment

A core set of universAAL modules is since 2 years in operation
in real life business, without interruption, seven days a week, 24
hours a day

6.50BEIA

In this section, a description of the SOFIA2 platform is presented. All information shown here
by section can also be found in the documentation available in www.sofia2.com.

6.2.RPlatform Description

SOFIA is an acronym of Smart Objects For Intelligent Applications. SOFIA is an loT
platform, the result of a three - year ARTEMIS R&D project that ended in March 2012.
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Nineteen partners from four EU countries, including Nokia, Philips, Fiat, Acciona and Indra,
were involved in the project. SOFIA is a middleware architecture allowing for the
interoperability of several systems and devices. It allows making real information available
for intelligent applications (Internet of Things).

SOFIAis:

1 Open-source

1 Multi-platform: Available for MS Windows, Android, Linux, iOS
1 Multi-language: It is supporting by Java, JavaScript, C++, Arduino
1

Communication agnostic: With implementations for TCP, MQTT, HTTP (REST and
Web Services), Ajax Push, etc.

Its goal is achieving interoperability among different applications that share semantic
concepts.

SOFIA2: After the end of the ARTEMIS Project, Indra kept evolving the original SOFIA
project, creating a platform that focuses on enterprise use called SOFIA2, so the current
version of the Platform is called SOFIA2 and it is focused on the following areas:

9 Adapting it to the enterprise environment: High availability operation with distributed
data centres

1 Work with the Platform was simplified, particularly in the Ontology development
(ontologies became lightweight), and Query language and SSAP including JSON like
implementation besides XML.

=

Big Data Interfaces (like Hadoop) to host huge amounts of data and data warehouse.

=

Integration capacities with back-ends with standard protocols, e.g. Web Services,
etc.

Plug-in concept to expand the SIB
Integrated storage and GIS queries

Addition of pluggable security mechanisms.

=A =4 =4 =

REST interfaces to connect easily from smart phones, devices, RIA applications, etc.

6.2.190FIA2 versions

Sofia2 has available three versions:
1 Base Edition
M loT Edition
1 Advanced Analytics Edition

6.2.1.Bhse Edition

That version is Suitable for management applications and facilitates Agile Development.
The main characteristics of Base Edition are:
1 Management of the data model via unified UI.

1 Automatic CRUD access to the entities.
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Simple and assisted definition of decoupled business rules.
Centralised console for the management of applications and modules.
Ontologies and assisted modelling: from Excel, wizard, visually.
Multilingual APIs.

Rules.

Bidirectional communication: REST, MQTT, JMS, WebSockets.
NoSQL (MongoDB) or relational databases as RTDB.

Dashboards and Reports.
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Figure 28. Main components of SOFIA2 Base Edition.

6.2.1.1¢T Edition

Designed for systems those manage large volumes of information and produced in short
periods, namely systems with a significant sensory component like:

1

)l
)l
)l
)l
T

Smart Home/Building
Smart Retail

Smart Industry
Smart Health

Social Media

Smart Cities

The main characteristics of loT Edition are:

)l
)l
T

All characteristics of Base Edition.
Integration of devices and social media.

Big Data infrastructure over Hadoop as HDB.
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1 API Manager for the publication of information as REST APIs.
1 Web Notebooks for interactive analytics.

1 Automatic and configurable migration from RTDB to HDB.
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Figure 29. Main components of SOFIA2 10T Edition.

6.2.1.1A8lvanced Analytics Edition

Suitable for scenarios in which the analysis of recovered data is very important.
The main characteristics of that version are:

All characteristics of Base Edition and IoT Edition.

Integration with reporting, viewing and BI tools.

Complete management of the life cycle of analytical models.

Mass data ingestion

Visual and assisted integration of any data source.

=A =4 =4 -4 -4 -

Integrated Machine Learning module that enables the loading of datasets, the
launching of algorithms, the creation and publication of models, etc.

1 Module that enables access to the information of the platform through ODBC and
JDBC interfaces (Bl tools).
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Figure 30. Main components of SOFIA2 Advanced Analytics Edition.

6.2.1Cbncepts

The SOFIA Platform can be conceptualized through these four concepts:

1 Smart Space
1 SIB

1T KP
)l

SSA

Applications

Ontology 2

.

SOFIA2
Device 1 / (~  Smart Space \
evice
Applications Instances )ﬂ\ SlB l
Ontology 1
Dstap
Cag
4 Smart Space

Device 2 SIB 2

Instances )ﬂ/

./

Figure 31. Main concepts of SOFIA2.
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6.2.1.5mart Space

This is the virtual environment where different applications interoperate with each other to
provide a complex functionality.

Commonly, there is a single SIB (that may be a cluster of SIBs) in each Smart Space but in
specific cases a Smart Space may have a federation of SIBs to communicate different
ontologies.

A Smart Space can communicate with other Smart Spaces by establishing trusted
relationships with them. The SmartSpaced6s core is the SIB.

These characteristics are provided by the Sofia Administrator.

SOFIA2

Smart Space 1
SIB1

Ontology 1

[ Smart Space 2 N\

SIB4

@J/ SIB 3 r
| [ ontologys | [?"i@
N\ VSN S ),

Figure 32. Smart Space.

6.2.1.52mantic Information Broker SIB

This is the core element of the Platform. It receives, processes and stores all the information
of applications connected to the SOFIA2 Platform, thus acting as the Interoperability Bus.

All the existing concepts in the domain (reflected in the ontologies) and their current states
(specific instants of the ontologies) are reflected on it.

SOFIA2 proposes the use of JSON structures to exchange information (SSAP) and to define
the ontologies.

There are implementations in several languages and platforms. Indra provides a JEE SIB
that runs over JEE Web Server (Tomcat, JBoss, etc.) and the SIB has connectors to
communicate from different clients like:

1 REST: from clients such as JavaScript, smart phones, etc.
T  MQTT for bidirectional communications and limited devices.

1 Web Services/JMS for Enterprise applications.
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9 Others including Bluetooth, ZigBee.

6.2.1.XBowledge Processor KP

The KP allows access to connect each application with the Smart Space through the SIB.
Each application works with instances of the relevant concepts, inside the domain (ontology)
for which it is designed. That access allows the execution of operations with the SIB
(ontology).

There are three types of KP:
1. Producer: inserts information in the SIB, but never recovers any information from it.
2. Consumer: recovers information from the SIB, but never inserts any information in it.

3. Prosumer: inserts information in the SIB and recovers information from the SIB.

SOFIA2 proposes the use of JSON to send SSAP messages, because messages will then
be lighter and fitter for embedded devices.

To open one connection from a client, it needs:

A KP name: Provided by SOFIA administrator.

A Unique identifier of KP: The Client himself creates a unique identifier to each
application for example we can use the serial number of each device like unique
identifier of KP.

A Token: Is an alphanumeric key that enables access to SIB. Provided by SOFIA
administrator.

6.2.1.Z4nart Space Access Protocol SSAP

The Smart Space Access Protocol is the standard messaging language to communicate
between the SIBs and the KPs. There are two implementations:

1. SSAP-XML: using XML format
2. SSAP-JSON: using JSON format
The operations between the SIB and the KP are as follows:

1 JOIN: Connection of a KP to a SIB and it implies: authentication, authorization,
creating a session in the Smart Space).

LEAVE: Disconnection of a KP from a SIB

INSERT/UPDATE/DELETE/QUERY: Allows a KP to insert/update/delete information
QUERY: It allows a KP to recover information from the SIB. Queries can be in native
language or in standard language. Native language means the use of the syntax and
capabilities of de Big Data technology like MongoDB.

1 SUBSCRIBE: It allows a KP to subscribe to the running of a query every X seconds,
or to an event triggered on the SIB.

9T INDICATION: The result sent by the SIB to one or to several KPs to solve a
subscription.

I UNSUBSCRIBE: It ends an existing subscription.
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1 GET_CONFIG: It allows the KP to ask for the configuration associated to its own
instance.

Consumer KP

11T 11]

Results Unsubscribe Lonve

X Lu:ve " Subslaibe Uneubscnbe Indication _Indicati Indi
SIB
R I .
Jom Leave lnson Ramove Update l"dmm
stribution
Producer KP

Figure 33. Information Ingestion.

Device 1

Applications SOFIA2

“Piece of software
t0 JOIN /

“Piece of Software JOIN ; Smart Space
to INSERT execution SIB 1

Piece of Software >
to LEAVE L Ontology 1

INSERT executio

Smart Space
JOIN execution SIB 2

DELETE executien /

Device 2
|ece (o} g ware

to JOIN

Piece of Software

1
Smart Space Access Protocol

to DELETE

Piece of Software

to LEAVE

Figure 34. Example of operations form devices (Clients).

To do a JOIN operation form a client (device), as mentioned it needs:
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A KP name: Provided by SOFIA administrator.

A Unique identifier of KP: The Client himself creates a unique identifier to each
application for example we can use the serial number of each device like unique
identifier of KP.

A Token: Is an alphanumeric key that enables access to SIB. Provided by SOFIA
administrator.

The following code shows a JOIN operation using Java client.
SSAPResourceAP| api = new SSAPResourceAPI("http://portalhcepro.indra.es/sofia/sib/services/api_ssap");

SSAPResource ssapJoin=new SSAPResource(); kpCHNAME is
ssaploin.setloin(true); _ the KP Name

ssapJloin.setinstanceKP("kpCHNAME:10152984300065");
ssaploin.setToken("1b882a142aab07e9fc8288d5ee7ade2c"); 10152984300065
Response resploin=api.insert(ssaploin);

Unique identifier of KP

String sessionkey = null;
System.out.printIn("Codigo http retorno JOIN: " + resploin.getStatus());
try{

sessionkey=api. responseAsSsap(respJom) getSessionKey();
System.out.prin ' + sessionkey);
}catch(ResponseMapperExceptlon e){
System.out.printin(e.getMessage());

Sessionkey is used to execute
operations

}

SOFIA2

Device 1 4

Smart Space

Applications

JOIN execution =
~Peceor JOIN .

Software D

to JOIN S -
Session key Ontology 1
[

Smart Space Access Protocol

Figure 35. Flow of Join operation in SOFIA2.

The following code shows an INSERT operation using Java client.
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SSAPResource ssaplnsert=new SSAPResource();

ssaplnsert.setData(""\"Subtipo\":{\"tipo\":{\"cod\": \"CHW\",\"name\":
\"CONCENTRADOR_HW\"}\"nombre\": \"TLV_PRUEBAS\",\"descripcion\": \"Concentrador Hardware TELEVES
CHW\" \"codigo\": \"TLV_Pruebas\"}"");

) . Instance to insert
ssaplnsert.setSessionKey(sessionkey); -

ssaplnsert.setOntology("InventarioTeleves"); Sessionkey obtained with JOIN

Response resplnsert=this.api.insert(ssaplnsert);

Ontology to use

log.info("Codigo http retorno INSERT: "+resplnsert.getStatus());
String objectld=null;
try{
objectld = this.api.responseAsSsap(resplnsert).getData();
System.out.println("Instancia de la ontologia insertada en BDTR:"+data);
}catch(ResponseMapperException e)f{
} cSystem.out.printin(e.getMessage()); SOFIA2

Device 1 4 N\

Smart Space

Applications

INSERT execution 5
Pieceor =

Software D

to INSERT INSERT instance

1
Smart Space Access Protocol

Figure 36. Flow of INSERT operation in SOFIA2.

The following code shows a native and not native query using Java client:

Mongo
DB query

Sessionkey
obtained

NATIVE MONGODB: with JOIN Ontology

String query = "db." + ontology + "find()";

String consultaNativo = "db.InventarioTeleves.find{j”;
Response respQuery=this.api.query(sessionkey, "InventarioTeleves", consultaNativo, null, "NATIVE");

System.out.printIn("Codigo http retorno QUERY: "+respQuery.getStatus() + "" + responseConsulta.getEntity());
Standard
Query

NOT NATIVE:
String consultaSQL = "select * from InventarioTeleves";

Response respQuery=this.api.query(sessionkey, "InventarioTeleves", consultaSQL, null, "SQLLIKE");
System.out.printin("Codigo http retorno QUERY: "+respQuery.get +"" + responseConsulta.getEntity());

Sessionkey
obtained
with JOIN

Ontology

The following code shows a LEAVE operation (Close session) using Java client:
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Sessionkey
obtained
with JOIN

if(sessionkey!=null){
SSAPResource ssapLeave=new SSAPResource();
ssaplLeave.setLeave(true);
ssapleave.setSessionKey(sessionkey
Response resplLeave=api.insert(ssaplLeave);

console.log("Codigo http retorno LEAVE: "+respLeave.getStatus());

SOFIA2

Device 1

Applications Smart Space

|ece o}

Software
to LEAVE

Close
connection

Smart Space Access Protocol

Figure 37. Flow of LEAVE operation in SOFIA2.

6.2.1Gntologies

Ontologies are semantic descriptions of a set of classes and attributes with the objective to
represent objects.

Applications sharing classes (commonly called concepts) from the same ontology can easily
exchange information using specific instances of those common classes. As mentioned,
SOFIA2 represents ontologies in JSON format (JSON schema).These ontologies are shared
between applications that use the same Smart Space.

/ JSON Scheme of object 1 JSON Scheme of object 2 JSON Scheme of object n \

“$schema®:"http://json-schema.org/draft-04/schemas®,
“title" "SensorTemperatura Schema”,

“Sschema*:"http://json-schema.org/draft-04/schemas”,
“title":"SensorTemperatura Schema®,

“Sschema":"http://json-schema.org/draft-04/schemas”,
“title"-"SensorTemperatura Schema®,

“type"cbject”, “type":“object”, “ype-robject”,
“required":["SensorTemperatura’], “required":["SensorTemperatura’], “required":[*SensorTemperatura*],
“properties”:{ “pre es"{ “properties”:{
- i - iy
“typet-“object’, “type""object”,
[ . Pl .
. 'Sref”*#/identificador” 'Y N ., ‘Sref"“#/identificador”
b b
*sensorTemperatura™{ *SensorTemperatura®:{

"type":"string”,
“Sref"“#/datos"}

“type*-*siing",
“Sref*w/datos"}

“Sref*#/datos"}

) b ) 3
“additionalProperties” false, “additionalProperties” false, “additionalProperties”false,

2 J

Ontology

Figure 38. Example of ontology.
An ontology is defined by a JSON Schema that allows it to validate whether the semantic

information sent by the KP satisfied that ontology. The next figure shows the JSON Schema
that defines one temperature sensor.
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JSON scheme JSON data

version (0.4) type

Required
properties

"Sref":"§/identifier"
by

"TemperatureSensor™:{
"type":"object"”
"$ref":"§/daca”
}
.
"additionalProperties":false,

AETCPVAGE

"identifier":{
"title™:"id",
"description”:"Id of temperature
"type":"object",
"properties®:{
"Soid":{
"type":"string"
}
1
"additionalProperties":false

sensor”,

"data”:{
"title":"data",
"description":"Info of temperature sensor",
"type”:"object”,
"required":["identifier”,

, "unice, "
"properties®:{

"idencifier®:{

"type":"scring”

1
"timestamp”:
"type":"object”,
nrequired®: [*S$dace],
mproperties®:{

"Sdate”: {

"type":"string”,

"format™:"date-time"

rdi 1.

]

T
"additionalProperties®:false
Yo

"medida®: {
"type":"number”

Y.

"unidad”: {
"type®”:"string”
t.

"geometry®:{
"Sref”:"§/gps”
}

"additionalPropercies":false

Figure 39. Example of JSON Schema defining the ontology of a temperature sensor.

When an ontology is stored in the Real-Time Data Base, the platform adds meta-information
toit. Thismeta-i nf or mati on deals with that ontoDamgyds uUs
includes the key of the session that the KP established with the SIB; the user identifier used
by the KP; the K P Gdentifier; the identifierofthe KP&ds connected instance, a
of the moment when the information was added.
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"Soid": "51e3dbd465701fd8e0f69828"

1
f I
K e \ “contextData": {
Nt R - | "session_key": "08bf50c8-6ea6-41dc-99ac-5d12a6f517a3",

"identificador":"ST-TA3231-1",

H2020-107T-2016-732673

- " " " "user_id": 1,

"timestamp":{"Sdate": "2014-01-27711:14:00f"}, "kp_id™ 9

Hmedlda“ 25 1 "kp_identificador": "gatewaysensores”,
unidad™."C", “timestamp": {"Sdate™: "2014-01-27T11:14:002"}
"geometry":{

1
"type": "Point”, ESSAP 'r’
- \ates™:[ o ‘. "
2 coordinates”:{90,-10.1] “"SensorTemperatura”: {

o "identificador":"ST-TA3231-1",
' "timestamp”:{"Sdate": "2014-01-27T11:14:00Z"},
"medida":25.1,

Instance to send from device "unidad™"C",
"geometry":{

“"type": "Point”,
"coordinates":[90,-10.1]
1

J

1

Device y
Instance stored in SOFIA2

SIB
SOFIA

Figure 40. View of instance sent from client and instance stored in SOFIA2.

6.2.1Blg Data Analytics

As mentioned the Big Data Analytics capabilities are present in the version of SOFIA2 called
fAdvanced Analytics Editiono.

6.2.1.451orage

SOFIA2 provides a repository suitable for each moment of the life cycle of the information:
A Real-time Database: Repository optimised for agile, real-time access to information.

A Historical Database (Data Lake): Repository optimised for the storage and
management of large volumes of information.

A Staging Repository: Repository for the temporary storage of structured, semi-
structured or unstructured information for use in transformation or data load
processes.

SOFIA2 supports different technologies in accordance with the accesses (Support for SQL
and NoSQL standards and databases), registrations and queries of each repository, with
horizontal scalability and integration of the repositories with each other and with the other
layers of the platform.
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Figure 41. Types of storage in SOFIA2.

The Real Time Data Base (RTDB) is responsible of store the information received in real
time such as ontology instances. A time window can be configured for ontology to determine
when the information is considered to be 'historical’. The information will remain in this
database until it is automatically migrated to the historical information repository.

Depending on the pattern of real-time information accesses this module can be implemented
with different technologies, ensuring agile access to the information (MongoDB, Hbase,
relational dat abasesé) Ktuimeaccass for ditaapadyliceas f aci | i t at

The main characteristics of RTDB are:

SQL query tool integrated in the Sofia2 control panel even if the database is NoSQL.
Data source for Data Analytics in real time.

Integration with the Rules engine, Machine Learning and integration layers.
Horizontal scalability.

To Do To Io Do

Syntactic control of the information inserted in accordance with the defined
ontologies.

The Historical Database (HDB) is responsible for stores historical information for
subsequent analytical exploitation. The stored information will be available as a data source
for the various modules of the platform: Integration, Machine Learning, APl Manager, etc.

The implementation of this repository is based on Hadoop as the repository, Hive as the data
warehouse solution and SparkSQL to facilitate homogeneous access to the data

The main characteristics of HDB are:
A SQL query tool integrated in theSOFIA2 control panel.
A Data source for Historical Data Analytics.
A Integration with the Rules engine, Machine Learning and integration layers.
A Horizontal scalability.
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A It acts as the heart of the Data Lake of the platform, storing heterogeneous
information with processing capacity.

6.2.1.4rfformation Ingestion

SOFI A2 has the called ASOFI A2 DATAFLOWO and it
ingestion with extraction from heterogeneous source and structured, semi structured and
unstructured information. The same form the information can be loaded in the repositories of

the platform or in heterogeneous external targets.

Sofia g = I

Define Pipeline: Transform x @ @ »

) -Fieﬂﬁml ) . DEV DEV
© SR o, e

HTTP Chent 1 | F | Fisld Corvantor 1 . LocalFS 1 | . (P)
m} . o Flmeor
| 250N Parsar 1 : an vl
5 a
. E roeries | Pk bashe
. 8 >
Y @
’ R
-] 1 &( Q
: &
ke <

Figure 42. General overview of DataFlow in SOFIA2

The available data sources for ingestion in the tool bar of the user interface are presented in
the following figure.
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Figure 43. Data sources for ingestion in SOFIA2.

The data targets available in the tool bar of the user interface are presented in the following
figure.

§g * ﬁ ‘ @ % elastic a{’ﬁ
HEASE gl Sol® a( E

Figure 44. Data targets in SOFIA2.

(@

The main characteristics of SOFIA2 DATAFLOW are:
Visual modelling of ETL.

Debugging and Preview.

Rollout by console.

Extensible in Java.

Several sources and targets: Kafka, Hadoop, JMS, JDBC, AmazonS3, etc.
The main characteristics of that version are:
Integrated in Sofia2 Control Panel (HTMLD5).
Alerts and Notifications

Viewing of execution graphs and statistics

All characteristics of Base Edition and IoT Edition.
Integration with reporting, viewing and Bl tools.

Complete management of the life cycle of analytical models.

To Do Bo To To Po Do To Io Do Do Io Do

Mass data ingestion
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To

Visual and assisted integration of any data source.

A Integrated Machine Learning module that enables the loading of datasets, the
launching of algorithms, the creation and publication of models, etc.

A Module that enables access to the information of the platform through ODBC and
JDBC interfaces (Bl tools).

A Several processors available for the modelling of ETL: Split, hasher, remover,
merger, etc.

To work with that tool use the graph elements and the transformation process is undertaken
by dragging and configuring blocks of activities from the task bar.

&= =’ @ S
- — Carwrwaas b ot A Ve ooy { s Sanih
LR [
e n i ‘
L PO O
R

Figure 45. Example of dataflow in SOFIA2.

The tool offer various available actions on the fields such as Converter, Merger, Masker,
Hasher, Remover, Rename, etc.

The Flow Selector allows selecting the next activity to be executed on the data set, in
Accordance with the execution conditions.

Monitoring: Rules can be configured to capture and view data of a pipeline in execution and
can be executed query of statistics of any pipeline in real time, the processed data and the
pipeline history. The configuration of normality thresholds and alerts enables the execution
of automatic actions such as the communication of these events in addition to the viewing of
the details.

Record Count (since last startup) Record Throughput Batch Throughput

© Processed Records

3,337 1397 OGrouped @ Stacked @ input

T 7 080 080 080
@ Oupu os o S SR RS

@ Emor

13346 -~ B

¢ §

b 3

] A

£ I 0.18

J 00 Ll 00
Output Error 5m 3 &n 14 im 15m h 12 Vean
" 15m 12 Mean 5m 30m 6n 10

Figure 46. Monitoring ingestion in SOFIA2.

6.2.1.458fia2 Notebooks

Sofia 2 Notebooks is an interactive analytics in a collaborative environment and has an
Interpreter management (sh, JDBC, md, angular, etc.).

The main characteristics are:
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Multilingual execution over a single notebook (SparkSQL, R, Hive, Scala, Python)
Scheduled execution of notebooks.
Shared and multiuser environment.

A

A

A

A Instantaneous viewing with incorporated graphs.

A Scheduled execution of notebooks Web environment integrated in control panel.
A

Integration with SOFIA2 operations like insertions, queries, etc. using several
technologies and languages like Spark, Scala, Hive, R, etc.

ATy
o P N
& A
g%ﬁ LA

soeces 3

v__.-—v_._._
O 8 BT

==--

Figure 47. SOFIA2 Notebooks.

6.2.1.4Mkhchine Learning Sofia2

The Machine learning in SOFIA2 is based in the use of SPARK ML +H20 and has the next
architecture:

@' & python .5:.'. ‘ {150} Ba Eucl i +abliwe
H,O Prediction Engine

SDK/API

Rapids Query R-engine Mano Fast Scoring Engine

In-Mem Map Reduce DHP Learning

Fthrenlm

Distributed forkfoin
Memory Manager
Columnar Compression

Ensamblns

o Seoa) mﬁ
DOooD

Figure 48. Machine learning architecture in SOFIA2.
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The integration of this module in the platform enables a further step to be taken in the life
cycle of the data and end-to-end information management. The main characteristics are:

Loading of local files.

Visual definition through flows.

Capability of parsing of data in various formats(ARFF, XLS, XLSX, CSV, SVMLight
Support of algorithms more used like: K-means, Generalized Linear Model,
distributed RF, Naive Bayes, Principal Component Analysis, Gradient Boosting
Machine and Deep Learning.

Scatver Pior  BREEIIGRTEN  Cluster Diagram

o I To I
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=
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L [‘ . 158 v <
} e A y ) e Ry b
L e X N SOk hgs
a R ! e ¢ =l oV
. » ‘ N, SRS V1
/
e L oo e \ ;.‘."‘:-: I
/ ) -':.f'.'—‘j‘:*‘.f.:t Sige

Figure 49. Examples of data analytics results in SOFIA2.

6.2.Rlapping to AIOTES
6.2.20evelopers, deployment tools

Sofia2 offers several tools to help the developer. In the SOFIA2 site (www.sofia2.com) exists
one section called "DEVELOPER" and it contains documentation oriented to know the
platform at any level. Also, in that section contains several APIs to help the development in
any device and in any language, like Java, Javascript, Python, Net, Node Js, Android, etc.

In addition there is a CloudLab to make test over SOfia2 platform.

6.2.2[2ata analytics

Machine learning in SOFIA2 is based in the use of SPARK ML +H20O and has the next
architecture:

31Report on 10T RPlada@3all ACTIVAGE CC



ACTCPVAGE

H2020-107T-2016-732673

@' & puthon BScala = {1500} n; Bucl  Grtaklns
H,O Prediction Engine

Rapids Query B-engine Mano Fast Scoring Engine

E

Memory Manager
Columnar Comprassion

D“P T
Distributed fork/oin
Enmbl‘m

Spaik’
ﬂ S0 NoSQL

Figure 50. Machine learning architecture in SOFIA2.

The integration of this module in the platform enables a further step to be takenin
the life cycle of the data and end-to-end information management. The main
characteristics are:

A Loading of local files.

A Visual definition through flows.

A Capability of parsing of data in various formats (ARFF, XLS, XLSX, CSV, SVMLight
A Support of algorithms more used like: K-means, Generalized Linear Model,

distributed RF, Naive Bayes, Principal Component Analysis, Gradient Boosting Machine and
Deep Learning.

6.2.2RFivacy/security

Privacy and security over the communications between some client (like device) and
SOFIA2 is determined by:

A KP name: Provided by SOFIA administrator.

A Unique identifier of KP: The Client himself creates a unique identifier to each
application for example we can use the serial number of each device like unique
identifier of KP.

A Token: Is an alphanumeric key that enables access to SIB. Provided by SOFIA
administrator.

In addition, Sofia2 defines the privacy and security over any user, KP, SIB and ontology.

6.2.238kmantic interoperability

Semantic interoperability is defined by the ontologies. Ontologies are semantic descriptions
of a set of classb6s cl asses amahtobdcts.r i but es with
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Applications sharing classes (commonly called concepts) from the same ontology can
easily exchange information using specific instances of those common classes. As
mentioned, SOFIA2 represents ontologies in JSON format (JSON schema). These
ontologies are shared between applications that use the same Smart Space.

6.2.@penness and maturity
6.2.38isting open APIs

As mentioned, exits several APIs to help the development in any device and in any
language, like Java, Javascript, Python, Net, Node Js, Android, etc. These APIs are
available in SOFIA site:

http://sofia2.com/desarrollador_en.html

6.2.3\2aturity

Sofia2 has achieved a TRL8 (system complete and qualified) maturity level.

6.2.33cumentation

As mentioned, in the SOFIA2 site (www.sofia2.com) exists one section called
"DEVELOPER" and it contains documentation oriented to know the platform at any level
(http://sofia2.com/desarrollador_en.html).

The quality of the documentation is god and oriented to any level and different type of
application.

6.2.3Rgulation

There are two versions: Community and Enterprise. The first is a Free Version, but it has
several limitations to use in real environment. The Enterprise Sofia2 version has available
with three Editions:

i Base Edition
9 loT Edition
1 Advanced Analytics Edition

The Base Edition is Suitable for management applications and facilitates Agile
Development.

The main characteristics of Base Edition are:

Management of the data model via unified UI.

Automatic CRUD access to the entities.

Simple and assisted definition of decoupled business rules.
Centralized console for the management of applications and modules.
Ontologies and assisted modelling: from Excel, wizard, visually.
Multilingual APIs.

Rules.

Bidirectional communication: REST, MQTT, JMS, WebSockets.
NoSQL (MongoDB) or relational databases as RTDB.

Dashboards and Reports.

= —a _a _a_a_a_8a_a_a

The loT Edition is designed for systems those manage large volumes of information and
produced in short periods, namely systems with a significant sensory component like:
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Smart Home/Building
Smart Retail

Smart Industry
Smart Health

Social Media

Smart Cities

=4 =4 =4 -8 -8 =9

The main characteristics of loT Edition are:

All characteristics of Base Edition.

Integration of devices and social media.

Big Data infrastructure over Hadoop as HDB.

API Manager for the publication of information as REST APlIs.
Web Notebooks for interactive analytics.

Automatic and configurable migration from RTDB to HDB.

E W I ]

The Advanced Analytics Edition is suitable for scenarios in which the analysis of recovered
data is very important.

The main characteristics of that version are:

All characteristics of Base Edition and IoT Edition.
Integration with reporting, viewing and Bl tools.

Complete management of the life cycle of analytical models.
Mass data ingestion

Visual and assisted integration of any data source.

To o o Io Io Do

Integrated Machine learning module that enables the loading of datasets, the
launching of algorithms, the creation and publication of models, etc.

A Module that enables access to the information of the platform through ODBC and
JDBC interfaces (Bl tools).

6.30PENIOT

OpenloT is an open source middleware platform for I0T/cloud integration that enables the on
demand pay-ass-y ou go delivery of | o T -asaSevrivciecse 0s
main objective is to enable flexible configuration and deployment of algorithms for collection
and filtering information streams stemming from internet-connected objects, while at the
same time generating and processing important business/applications events. OpenloT
facilitates the connection of any sensor everywhere by means of enabling registered sensor
data as virtual information that is available anytime from anywhere. OpenloT is an awarded
project recognised as best practice on Open Source 0T platform implemented platform for
interconnection sensors to the cloud http://www.openiot.eu/.

OpenloT uses a cloud storage approach for storing the collected information form sensors
and by using a middleware semantic platform where annotated data, known as storage
and/or triple store is used for storing the sensor data and sensor metadata as triples in RDF
format. RDF is a W3C standard format for representing and storing data. SPARQL query
language is used to query the data and answer sensor data requests. The Figure 51 below
shows the complete high-level OpenloT architecture for demonstrating how service-as-a-
service requests are handled.
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OpenloT is considered to be the first-of-kind open source loT platform that enables the
semantic interoperability between different 0T data and services in the cloud. It takes great
advantage of the loT-cloud convergence in semantic web context. OpenloT middleware is
the outcome of a EU project that started in 2011 and ended in 2014 and since then has been
maintained by the open source community alike the loT European ecosystem of lo
Platforms. OpenloT is an acronym for Open source blueprint for large-scale self-organizing
cloud environments for IoT applications. OpenloT composition is a collaborative project
between 9 partners, 7 of which are in the EU, including NUIG, AIT, EPFL, Fraunhofer and
others.

OpenloT User (Citizen, Corporate)

& E —
- -3
OpenloT Web2.0/ -
Web 3.0 interface 22
i Step 3:
Sensungs-taes?a“-.Se ice Sevios Fovienoing
Request (Utility Metrics) §
55
D |aF
M

OpenloT Dam 8.

Cloud Infrastructure (Middleware) N 4

— [}

=~ ¢ \ Step 2 s N

OpenloT OpenloT SensofCloud Formulation OpenloT T =
Ontology Middleware p> Middieware OpenioT g
Ontology E &
- o X
— =
a3

Infrastructure Provider(s) (e.g., Smart City)

Figure 51. OpenloT data-flow representation.

6.3.1 Platform Description

OpenloT is an architectural blueprint for the on-demand utility-based 0T applications in the
cloud environment it provides a middleware framework for the deployment of 10T services in
the cloud. The middleware representation and its main components is depicted in Figure
52.The OpenloT middleware implementation is open source and is available at
https://github.com/OpenlotOrg/openiot.

OpenloT enabled the integration of geographically and administratively dispersed loT
services in a semantically interoperable fashion. It enabled the semantic unification of
diverse loT streams since it uses the W3C Semantic Sensor Networks (SSN) ontology as a
common standard based model for representing different sensors and semantically
annotating their data. Moreover, OpenloT uses the linked data concept for linking related
data sets. It integrates the Global Sensor Networks (GSN) middleware for the collection of
data from any sensor using the concept of data virtualization. OpenloT also provides some
visual tools for building 10T applications using a WYSIWYG user interface. It can handle
mobile sensors connection through a pub/subscribe service.

As shown in Figure 2 the OpenloT platform consists of seven main components, a fsecurityo
module and a fpublish and subscribedimplemented module, as follows:
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Fig. 1. Overview of OpenloT Architecture and Main Components

Figure 52. The OpenloT platform main components.

6.3.1.1 The Sensor Middleware

The Extended Global Sensor Network (X-GSN) collects, filters and combines data streams
from virtual sensors or physical devices. It acts as a hub between the OpenloT platform and
the physical world. The Sensor Middleware represented in Figure 53 is deployed on the
basis of one or more distributed instances (nodes), which may belong to different
administrative entities. The implementation of the OpenloT platform uses the GSN sensor
middleware that has been extended and called X-GSN (Extended GSN).

.\. Gateway /_\-s Discover
.\A. )

.\../' -------

"
¥ ~ - Internet
Y el ~a
~ IS
N -~
o Sink Node \ ‘

~

' Query

Register Subscribe

Figure 53. OpenloT sensor middleware X-GSN architecture model.
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6.3.1.2 The Cloud Data Storage

The Cloud Data Storage (Linked Stream Middleware Light, LSM-Light) enables the storage
of data streams stemming from the sensor middleware thereby acting as a cloud database.
The cloud infrastructure follows a data stack as presented in Figure 54 that stores also the
metadata required for the operation of OpenloT platforms (functional data). The
implementation of the OpenloT platform uses the LSM Middleware, which has been re-
designed with push-pull data functionality and cloud interfaces for enabling additional cloud-

based streaming processing.

-
o
g SPARQL Mashup Linked Sensor Streaming
'—é Endpoint Composer Explorer channels
o e oo om0 e o e e e P
0 1 1
E’d LD Query : CQELS engine
p Processor
®
o

| Physical Wrapper | | Mediate Wrapper | LD Wrapper|
-

e@é LSM GSN WS RESTful

Figure 54. OpenloT Linked Stream Middleware LSM-Light Data Stack.

6.3.1.3 Scheduler

The Scheduler processes all the requests for on-demand deployment of services and
ensures their proper access to the resources (e.g. data streams) that they require. This
component undertakes the following tasks: it discovers the sensors and the associated data
streams that can contribute to service setup; it manages a service and selects/enables the
resources involved in the service provisioning.

Data acquisition

6.3.1.4 Service Delivery & Utility Manager

The Service Delivery & Utility Manager performs a dual role. On the one hand, it combines
the data streams as indicated by service workflows within the OpenloT system in order to
deliver the requested service (with the help of a SPARQL query provided by the Scheduler).
To this end, this component makes use of the service description and resources identified by
the Scheduler component. On the other hand, this component acts as a service metering
facility that keeps track of utility metrics for each individual service. This metering
functionality will be accordingly used to drive functionalities such as accounting, billing and
utility-driven resource optimization. Such functionalities are essential in the scope of a utility
(pay-as-you-go) computing paradigm.
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6.3.1.5 Request Definition

The Request Definition component enables on-the-fly specification of service requests to
the OpenloT platform. As shown in Figure 55, it comprises a set of editing tools that are
presented in a graphical User Interface easy to understand and enabling drag-and-drop
functionalities for offering a set of services for specifying and formulating such requests,
while also submitting them to the Scheduler. This component is accompanied by a GUI
(Graphical User Interface) to facilitate the services creation and management.

........

Figure 55. OpenloT Linked Stream Middleware LSM-Light Data Stack.

6.3.1.6 Request Presentation

The Request Presentation component is in charge of the visualization of the outputs of a
service that is provided within the OpenloT platform. This component selects mash-ups from
a library in order to facilitate service presentation composition. In order to facilitate the
presentation of the services created, open source widgets has been integrated as depicted
in Figure 56 It is expected that service integrators implementing/integrating solutions with the
OpenloT platform will enhance or even override the functionality of this component for
creating a GUI pertaining to their solution.
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Figure 56. OpenloT Request presentation Widgets for data visualization.

6.3.1.7 Configuration and Monitoring

The Configuration and Monitoring component enables management and configuration of
functionalities of the sensors and the (OpenloT) services that are deployed within the
OpenloT platform.

6.3.1.8 Security module

OpenloT platform is implementing some security algorithms in the form of a Security module
(CAS server) is based on Jasig CAS and provides OAuth2.0 authentication and
authorization for all other OpenloT modules.

6.3.1.9 Pub-Sub server (QoS Manager)

OpenloT handles mobile sensors through a pub/sub server, the Pub-Sub server (QoS
Manager) is the component which monitors over time the global demand for sensor data
generated by MIOs and manages the data acquisition process from MIOs to achieve a
desired sensing coverage while optimizing parameters such as energy and bandwidth
consumption, sensor trustworthiness and/or data propagation latency. This is known as
CUPUS middleware, Figure 57 shows the high-level architecture of CUPUS providing
readings from mobile sensors to the rest of OpenloT platform.
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Figure 57. OpenloT CUPUS Architecture for Mobility of Sensors.

6.3.10i8covery of Data Services

OpenloT manages the registration, data acquisition and deployment of sensors and
interconnected objects, through X-GSN. The Figure 58 below represents the GSN container
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Figure 58. OpenloT GSN Container Architecture.

X-GSN uses the concept of data virtualization where any sensor is represented as a virtual
sensor. Virtual sensors are not only physical devices, they can be any abstract entity
measuring any feature of any kind.

First all sensors are registered to LSM so that they became discoverable by the OpenloT
applications. This is done through X-GSN by saving a semantically annotated representation
of the sensor metadata is OpenloT triple store. This annotation is done using the OpenloT
ontology and stored in LSM cloud store repository. Now, the sensor data is becoming
discoverable and can be queried from upper OpenloT layers

The Data acquisition from sensors is achieved through using different kind of wrappers for
different sensors. There is a wide variety of wrappers in OpenloT that can be easily used or
the user can develop his own specific wrapper. Virtual sensors and wrapper settings are
specified in configuration files making the OpenloT platform very dynamic. The following
Figure 59 shows a sample metadata file for an X-GSN virtual sensor:
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sensorName=weather

source="Brussels netatmo"

sourceType=weather

sensorType=weatherType

information=Weather sensors in Brussels
author=openiot
feature="http://lsm.deri.ie/OpenToT/BrusselsFeature"
fields="airtemperature"
field.airtemperature.propertyName="http://lsm.deri.ie/OpenloT/AirTemperature”
field.airtemperature.unit=C

latitude=46.529838

longitude=6.596818

Figure 59. X-GSN Sample Metadata Virtual Sensor.

6.3.1.10LkeaData Management

Figure 60. OpenloT data-flow representation.
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